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Abstract 

In the world of new technologies, information, as a key corporate resource, is often regarded 

as the lifeblood of business. It is imperative for organisations to protect information assets 

through a system of information security to ensure organisational competencies. As a result 

of the continued escalation of cyber-attacks and the increasingly regulated data protection 

landscape, organisations tend to comply with Information Security Management System 

(ISMS) best practices. This research attempts to unveil the reasons for the low adoption of 

ISMS standards or frameworks. In addition, this research draws a clear picture of currently 

popular ISMS standards and frameworks, adoption status, benefits, drivers, and challenges 

of adoption. These findings provide a greater understanding and a comprehensive analysis 

of factors influencing the adoption of ISMS standards or frameworks. 

This research is based on an extensive literature review and findings resulting from 

quantitative data collected from 92 IT or information security professionals through an online 

survey. Findings indicate that human factors and external influences are the two main 

factors influencing adoption. Human factors include defining the scope, change resistance, 

obtaining employee buy-in, conducting risks assessments, and creating and managing 

ISMS documents. External influences include the cost of implementation and the complexity 

of ISMS standards and frameworks. 
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Chapter 1 – Introduction 

1.1 Context and Background 
Over the past decades, information has been increasingly recognised as an important raw 

material and product for most service-oriented organisations. From an economic point of 

view, information and the ability to process information may have more impact on a firm’s 

productivity than operational effectiveness or product innovation (Barlette & Fomin, 2009). 

In the world of new technologies, information is often regarded as the lifeblood of business, 

without which business cannot function (Peppard, 2007; Barlette & Fomin, 2009; Sharma & 

Dash, 2012). Given the immense value to organisations, it is important to secure information 

assets through a system of information security to ensure organisational competencies.  

In recent years, the rapid development of technology has dramatically increased online 

business opportunities, but this has led to growing information security challenges (Soomro 

et al., 2015). In the world of e-commerce, information security regarding data breaches, 

consumer privacy issues, identity thefts, and other online threats is a major concern (Udo, 

2001). Unfortunately, no single formula guarantees absolute information security. In the last 

decade, information security risks have become a top priority on senior management 

agendas because of the increased incidence of security breaches and the direct and 

potential cost (IT Governance, 2016). The recent UK Government Information Security 

Breaches report indicates that security breaches are becoming more common for every 

type of business, regardless of its size. Klahr et al. (2016) reported that the most costly 

breach identified was £3 million. In 2013, 93% of large organisations and 87% of small 

businesses in the UK were breached (Ring, 2013). According to a benchmarking report 

from the Ponemon Institute in 2015, the average total cost of a data breaches in the UK has 

risen to £2.37 million (Ponemon Institute, 2015). Furthermore, the introduction of EU 

General Data Protection Regulation (GDPR) laws, which will be enforced across EU 

countries in May, 2018, will increase the potential cost of noncompliance (European 

Commission, 2016). Apart from monetary penalties, inadequate security of information 

systems may result in regulatory non-compliance. According to the Sarbanes-Oxley Act 

(2002), organisations are legally responsible for the validity of reported financial data and 

the status of information systems where such financial data is stored and processed. 

Therefore, the importance of protecting information from being compromised has become 

vital for a company’s daily operations and survival (Fomin et al., 2008). As a result of the 

continued escalation of cyber-attacks and the increasingly regulated data protection 

landscape, it is imperative for organisations to establish, implement, and maintain an 

effective Information Security Management System (ISMS) to manage critical information 

assets (IT Governance, 2016). 
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Without information security, organisations face various security issues including service 

disruption, data leakage, financial misstatements, successful internal and external attacks 

caused by ineffective information security management resulting in reputation damage, loss 

of market share, and regulatory censure (Humphreys, 2006). According to Aalders & Hind 

(2002), when a company experiences computer outage lasting longer than 10 days, they 

never fully recover—50% will be out of business within five years. The chance of going out 

of business is increasing as contemporary companies rely more on information systems. 

As a result, organisations without strong data loss prevention (DLP) are seeking to increase 

their capabilities (Advanced Network Systems, 2008). According to The Economic Times 

(2017), global spending on information security products and services will increase to $84.6 

billion in 2017, which is an increase of 7% on last year. This number is expected to grow up 

to $93 billion in 2018. The increasing spending on information security addresses the 

importance of informational processes. Organisations should take an active role to protect 

their critical information assets (Barlette & Fomin, 2009). In the process of achieving this 

task, senior management faces various issues. Key questions should be addressed: How 

to secure an organisation’s information? How to improve an organisation’s current 

information security position? How to establish information security management? Would 

the investment be cost effective? How to identify the current information security level of an 

organisation? Which information security level would be appropriate for an organisation? 

What are the best practices for information security management? 

Many studies have examined and addressed the importance of adopting ISMS standards 

or frameworks (Humphreys, 2011; Susanto et al., 2011; Sharma & Dash, 2012; IT 

Governance, 2016) to answer many of the above questions, if not all of them. However, 

implementation of ISMS standards or frameworks is a complex process. Simply ensuring 

organisational compliance with one of these standards or frameworks can be challenging.  

Recent research indicates that some of these standards and frameworks are not well 

adopted (IT Governance, 2016; AXELOS, 2014). A recent survey from 319 IT security 

decision makers at companies with more than 100 employees, indicates that only less than 

half (44%) have been compliant with ISMS standards or frameworks for more than 12 

months (Dimensional Research, 2016). Although many studies (Fomin et al., 2008; 

Werlinger et al., 2009) have questioned the complexity of ISMS standards or frameworks, 

other factors could be affecting adoption. However, there is a paucity of literature examining 

the factors that influence the adoption of ISMS standards or frameworks. While the existing 

literature has come to a conclusion about some factors influencing information security 

management within organisations, it is unknown if these identified factors have the same 

influence on the adoption of ISMS standards or frameworks.  
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This research draws a clear picture of currently popular ISMS standards or frameworks, 

current adoption status, drivers and challenges of adoption, and benefits with a quantitative 

research method. In addition, this research addresses senior management concerns on the 

adoption of ISMS standards or frameworks. 

 

1.2 Objectives 
As outlined above, adopting ISMS standards or frameworks is imperative for organisations 

to protect critical information assets and ensure regulatory compliance. However, recent 

research indicates that some of these standards and frameworks are not well adopted (IT 

Governance, 2016; AXELOS, 2014). In addition, there is a paucity of literature providing 

reasons why the adoption level is low. As such, the primary objective here is to obtain a 

realistic picture of the situation to understand the reasons why the adoption level of ISMS 

standards or frameworks is low. 

In attempting to respond the primary research objective, the following sub-objectives are 

raised: 

 To examine factors influencing the adoption of ISMS standards or frameworks 

 To identify challenges of adopting ISMS standards or frameworks 

 To summarise the concerns of senior management when adopting ISMS standards 

or frameworks 

 

1.3 Research Questions 
The goal of this research is to explore factors influencing the adoption of ISMS standards 

or frameworks and identify reasons why the adoption level is low. Additionally, this research 

will present the benefits, challenges, and barriers to adoption processes. Lastly, senior 

management concerns will be discussed. 

The fundamental research question is: 

What are the factors influencing the adoption of ISMS standards or frameworks? 

Two sub-questions are: 

SQ1: What are the challenges and barriers to adopting ISMS standards or 

frameworks? 

SQ2: What are the concerns of senior management when adopting ISMS standards 

or frameworks? 
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1.4 Beneficiaries of Research 
This research will be of interest to any organisations that are planning to implement, are 

implementing, or that have already implemented ISMS standards or frameworks. These 

organisations include those using information systems for information processing or 

storage, regardless of business type, size, and location. 

In particular, this research presents and compares several currently popular ISMS 

standards and frameworks. It would be of great benefit to organisations to choose ISMS 

standards or frameworks appropriate to their operation. To a certain level, this research 

increases the awareness of such standards and frameworks. 

This research is based on an extensive literature review and findings from quantitative data 

collected via an online survey distributed via LinkedIn® and information security related 

forums from participants who are IT or information security professionals. Thus, participants 

were not restricted to geographic locations. As such, this research will be of benefit to 

researchers for further studies on ISMS standards or frameworks.    

 

1.5 Scope of Research 
This research primarily focuses on exploring what factors influence the adoption of ISMS 

standards or frameworks. It focuses on unveiling and summarising the reasons why the 

adoption level of ISMS standards or frameworks is low.   
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1.6 Chapter Structure 
The structure of this dissertation is as follows: 

Chapter 1 – Introduction 

This chapter introduces the context and background of the research topic, explains why the 

research is important, and outlines the research objectives, questions, beneficiaries, and 

scope. 

Chapter 2 – Literature Review 

This chapter provides a critical review of existing literature on information security 

management including a definition of ISMS, a review of currently popular ISMS standards 

or frameworks, and a review of key factors affecting information security management. 

Chapter 3 – Methodology and Fieldwork 

This chapter provides a brief overview of the research philosophies, methodologies, and 

strategies used by the lead researcher. Rationales for the chosen research philosophies 

and approaches are presented. It also includes ethical issues, problems encountered, and 

lessons learned. 

Chapter 4 – Findings and Analysis 

This chapter comprises data analysis and an interpretation of the findings resulting from the 

primary data collected from an online survey. The results of data analysis will address the 

proposed research questions.  

Chapter 5 – Conclusions and Future Work 

This chapter presents the conclusions from data analysis carried out as part of this research 

and demonstrates how the generated findings have answered the research questions. Key 

findings of this research are listed. Additionally, a discussion on the generalisability of 

findings is presented. Lastly, the limitations of the research and future research directions 

are outlined. 
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Chapter 2 – Literature Review 
 

In order to present an overview of the key factors influencing the adoption of ISMS 

standards or frameworks, a systematic review of existing literature on challenges and 

barriers of implementing ISMS has been conducted.  To obtain a basic understanding of 

what ISMS is, why it is important, and how it can be achieved in organisations, a general 

theory of ISMS is first described. Then, a summary of most popular ISMS standards and 

frameworks is presented. Further, a critical review of the key factors affecting information 

security management and the limitations of existing research on the adoption of ISMS 

standards or frameworks are provided. The aim of the literature review is to build a 

foundation for the research questions through the identified key factors affecting information 

security management. Each step within the literature review is supported by searching 

existing literature and using the findings to aid logical reasoning. 

 

2.1 Background  
 

In the world of new technologies, information is often regarded as the lifeblood of business: 

it is a key corporate resource and it must be managed effectively, in a proactive manner, to 

ensure organisational competencies (Peppard, 2007). In recent years, the rapid 

development of technology has dramatically increased online business opportunities; 

however, this has led to growing information security challenges (Soomro et al., 2015). In 

the world of e-commerce, information security, in relation to data breaches, consumer 

privacy issues, identity thefts and other online threats, is a major concern (Udo, 2001). 

Unfortunately, no single formula guarantees absolute information security. In the last 

decade, information security risks have become a top priority on senior management 

agendas because of the increased reporting of security breaches and the direct and 

potential cost (IT Governance, 2016). The recent UK Government Information Security 

Breaches report indicates that security breaches are becoming more common for every 

type of business, regardless of its size. Klahr et al. (2016) reported that the most costly 

breach identified was £3 million. In 2013, 93% of large organisations and 87% of small 

businesses in the UK were breached (Ring, 2013). According to a benchmarking report 

of Ponemon Institute in 2015, the average total cost of a data breach in the UK has risen to 

£2.37 million (Ponemon Institute, 2015).  Also with the introduction of EU General Data 

Protection Regulation (GDPR) laws, which will be enforced across EU countries in the May 

of 2018 the potential cost of noncompliance will increase (European Commission, 2016). 

Therefore, the importance of protecting information from being compromised has become 



Exploring the factors influencing the adoption of ISMS standards or frameworks 
September 2017 

7 

 
vital for a company’s daily operations and survival (Fomin et al., 2008). As a result of the 

continued escalation of cyber-attacks and the increasingly regulated data protection 

landscape, it is imperative for organisations to establish, implement and maintain an 

effective ISMS to manage their information assets (IT Governance, 2016). 

“Without information security, the business is faced with various negative impacts including 

financial consequences, weakened protection of the organisation’s intellectual capital and 

IPR, loss of market share, poor productivity and performance ratings, ineffective operations, 

inability to comply with laws and regulations, or loss of image and reputation”(Humphreys, 

2006) 

 

2.2 Definition of ISMS 
 

“An ISMS is a systematic approach to managing sensitive company information so that it 

remains secure. It includes people, processes and IT systems by applying a risk 

management process” (ISO, 2016). 

An Information Security Management System (ISMS) is a set of policies and procedures 

defined by an organisation for systematically managing sensitive information to ensure that 

the principle of confidentiality, integrity and availability is adhered to (Susanto et al., 2011; 

Cherdantseva & Hilton, 2013). The ISMS concept was first described by Pro. Edward 

Humphreys in his successful quest to develop the first ISMS standard –BS 7799 issued in 

1995 by the British Standard Institute (BSI) as a code of practice of information security 

management (Humphreys, 2011). Following on from this the UK launched the BS 7799 

ISMS certification scheme to increase the awareness of this ISMS standard. As a result, by 

the end of 1999 more than 20 countries had adopted this standard and the number of 

certified organisations had been significantly increased (Humphreys, 2011).  

Beginning with the BS 7799 standard many ISMS standards and frameworks are also 

published. Some examples include ISO 27001, PCI DSS, ITIL and COBIT (Susanto et al., 

2011). For each standard, there are many implementation guidelines for organisations to 

choose depending on the nature of business, information security maturity level, company 

size and budget. However, ensuring organisational compliance with one of these standards 

or frameworks is challenging. Recent research indicates that some of these standards and 

frameworks are not well adopted (IT Governance, 2016; AXELOS, 2014). It is noted that, in 

a recent survey from 319 IT security decision makers at companies with more than 100 

employees, only less than half (44%) have been compliant with ISMS standards or 

frameworks for more than 12 months (Dimensional research, 2016). In order to help 
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organisations effectively establish, implement and maintain ISMS, many studies (Dojkovski, 

2006; Rocha Flores et al., 2014; Barton et al., 2016; Chmura, 2016) have analysed the key 

factors that may affect ISMS within organisations, such as information security awareness, 

effective risk analysis, positive management, knowledge sharing, and organisational 

culture. Meanwhile, barriers to ISMS implementation have been argued, such as limited 

knowledge of applicable standards and frameworks, poor management commitment, wrong 

perceptions on cyber-attack targeting SMEs, limited budget, standard complexity, 

resistance to change, and inadequate academic publications (European Union Agency for 

Network and Information Security, 2015; Fomin et al., 2008; Khyavi & Rahimi, 2015). 

 

2.3 ISMS Standards and Frameworks 
 

In this section, an overview of most popular ISMS standards and frameworks is presented: 

ISO 27001, PCI DSS, COBIT, and ITIL. The overview includes profile, purpose and function 

for each standard in implementing ISMS for organisations. 

 

2.3.1 ISO 27001 
As mentioned above, ISMS was first introduced within the standard of BS 7799-1 written by 

the Department of Trade and Industry (DTI) in the late 80’s and then issued by the BSI in 

1995. The BS 7799-2 was published in 1999, titled “Information Security Management 

Systems – Specification with guidance for use”. After approved for publication as ISO/IEC 

17799 in October 2000, BS 7799-1 joined the ISO/IEC as a code of practice for information 

security management. It was then renumbered as ISO/IEC 27002 in 2006. This was after 

the introduction of BS 7799-2, which was then published as ISO/IEC 27001 in November 

2005 (Humphreys, 2011). The main difference between ISO/IEC 27001 and ISO/IEC 27002 

is that ISO/IEC 27001 only provides a prescription of the features of an effective ISMS, 

while ISO/IEC 27002 gives instructions and guidance on how to conduct the standard (IT 

Governance, 2013). 

This standard is applicable to all types of organisations, all sizes, all industries and markets 

(ISO, 2013). It introduces a series of security process based on the well-known “Plan-Do-

Check-Act” (PDCA) model (Figure 2. 1), which is a continuous improvement process that 

requires organisations to review their ISMS regularly to ensure the effectiveness 

(Humphreys, 2011; Susanto et al., 2011). 

The purpose of the standard of ISO/IEC 27001 is to provide an approach that “based on a 

business risk approach, to establish, implement, operate, monitor, review, maintain and 
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improve information security” (Calder, 2011). The effectiveness of complying with ISO/IEC 

27001 for organisations is preventing or minimising the exposure to information security 

threats.  

The core of this standard is information security risks assessment and management (IT 

Governance, 2017). A quantitative study identifies that companies compliant with ISO /IEC 

27001 gain an improved risk based approach to information security management (Sharma 

& Dash, 2012). Similar research on the cost-benefit analysis of an ISMS based on ISO/IEC 

27001 through a comparison of the KPI of effectiveness and efficiency argues that an ISMS 

based on ISO/IEC 27001 is equivalent to risk management (BOEHMER∗, 2009). 

 

 

Figure 2. 1 PDCA Model (Humphreys, 2011) 

 

2.3.2 PCI DSS 
The Payment Card Industry Data Security Standard (PCI DSS) is a widely accepted 

proprietary information security standard defined by the Payment Card Industry Security 

Standards Council that is managed by major credit card brands (American Express, 

Discover, JCB, Visa, and MasterCard). PCI DSS is regarded as a key benchmark 

determining if a company has adequate security countermeasure to protect the cardholder 

data. Extensive industry rules are included in PCI DSS, which are updated regularly to 

reflect the latest best practices (Ramsey, 2016). These industry rules are related to the 

following main areas: Network and Systems; Protection of Cardholder Data, Vulnerability 

Management Program, Access Control, Monitoring and Testing of Networks, and 

Information Security Policy (Ukidve et al., 2017). 
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The purpose of this standard is to help entities process, store or transmit cardholder 

information in a secure environment, reduce the risk of compromised credit card data, 

protect the confidentiality of cardholder data, and to prevent credit card fraud (Ramsey, 

2016; Ukidve et al., 2017; Coburn, 2010). 

It should be noted that PCI DSS standard is not a law. Although it must be implemented by 

all entities that process, store or transmit cardholder information, formal validation of the 

compliance is not mandatory. But it should not be regarded as a reason for non-compliance 

(Bonner et al., 2011). A report indicates that nearly half of the reported security breaches 

were non PCI DSS compliant (Coyler & Clement, 2005). In the event of a security breach, 

entities are subject to penalties if there were noncompliance (European Union Agency for 

Network and Information Security, 2015). Considering the high cost of data breach, 

organisations should comply with this standard to protect the information asset effectively. 

A compliance should be a continuous process rather than just meet the audit requirement 

annually. To ensure the compliance, validation can be carried out internally or externally 

annually, depending on the classified compliance tiers (one to four) relating to the volume 

of transitions in the past 12 months (Ukidve et al., 2017). Organisations with an annual 

number of transaction volume of 6 million or more are subject to the compliance validation 

conducted by an independent assessor, Qualified Security Assessor. Other organisations 

handling a smaller volume of transactions annually can carry out self-assessment scanning 

quarterly (Susanto et al., 2011).  

 

2.3.3 COBIT  
Control Objectives for Information and Information related Technologies (COBIT) is a good 

practice IT governance framework created by international professional association ISACA 

and the IT Governance Institute in 1996 (IT Governance Institute, 2007). It was created as 

an IT audit framework at the beginning. As such, it focuses more on internal IT controls 

within an organisation (Devos & Van de Ginste, 2015).  

The purpose of COBIT framework is to provide business owners and management with an 

information technology framework that delivers business value, meets business 

requirements, and that aligns IT strategy with business strategy to support organisations in 

achieving business goals (IT Governance Institute, 2007; ISACA, 2017). 

COBIT has 5 key principles: Strategic alignment; Value delivery; Resource management; 

Risk management; Performance measurement (Susanto et al., 2011; Devos & Van de 

Ginste, 2015). It also consists of 34 IT processes to contribute to effective internal controls 

over the reliability of financial reporting. An international survey of professionals indicated 
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that some of these IT processes were critical for effectively governing internal IT 

environment via internal IT controls (Kerr & Murthy, 2007). 

In 2012, the new version of COBIT was released by ISACA, called by COBIT 5. It helps 

organisations meet performance and compliance requirements. COBIT 5 is aligned with 

some well-known frameworks, such as ITIL, ISO/IEC 20000 and ISO/IEC 27001 

(Radhakrishnan, 2015). It provides a comprehensive IT governance framework that “assists 

enterprises to achieve their goals and deliver value through effective governance and 

management of enterprise IT” (Nugroho, 2014). It also has 5 key principles to improve the 

performance of IT to ensure that IT delivers business value (Radhakrishnan, 2015) (Figure 

2. 2). 

 

 

Figure 2. 2 COBIT 5 Principles   Source: ISACA, COBIT 5, USA, 2012 

 

2.3.4 ITIL 
The Information Technology Infrastructure Library (ITIL), which was introduced by the Office 

of Government Commerce (OGC) in the UK in the late 1980s, is a set of concepts and 

practices for IT service management (ITSM) that focus on aligning IT services with the 

needs of the business. At present, it is the most widely accepted approach to IT service 

management in the world (Sahibudin et al., 2008; AXELOS, 2017). 

The initial purpose of ITIL was to reduce the IT costs and to better manage the IT delivery 

when the British government were not satisfied with the quality of IT service (Sallé, 2004). 

It provides a framework for the governance of IT and focuses on continual measurement 
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and improvement of the quality of IT service. It builds a bridge between IT and business to 

enable IT to deliver business value via effectively aligning IT strategy with business strategy. 

The ITIL framework consists of five service delivery processes, five service support 

processes and one service support function (service desk). The five service delivery 

processes are Service Level Management (SLM), Financial Management, Capacity 

Management, IT Service Continuity Management, and Availability Management. The five 

service support processes are Incident Management, Problem Management, Change 

Management, Release Management, and Configuration Management (Cater-Steel, 2006). 

A research paper on ITIL adoption through case studies at five large organisations in 

Australia indicated that implementing ITIL within organisations can transform IT service 

management to ensure that IT service is effectively managed, IT strategy is aligned with 

business strategy, and that IT supports organisations in achieving business goals (Cater-

Steel, 2006). 

 

2.4 Key factors affecting information security management and limitations of 

existing research 
 

This section will synthesise existing literature on the key factors affecting information 

security, such as senior management commitment, external influences, and human factors 

(Figure 2. 3). Relevant literature has been identified through a rigorous systematic search 

process. And for each identified factor, an analysis of the selected literature is presented. 

 

 

Figure 2. 3 Key factors affecting information security management 

 

2.4.1 Senior Management Commitment 
 



Exploring the factors influencing the adoption of ISMS standards or frameworks 
September 2017 

13 

 
Although now in the technology world, many cutting edge technologies have emerged in 

recent years and they are utilised to protect organisations’ data and information, information 

security risks are still the greatest challenges to most organisations (Ring, 2013; Ponemon 

Institute, 2015). Research (McFadzean et al., 2006) indicates that technology alone does 

not guarantee the success of information security. Information security should be 

considered and managed from a managerial perspective (Soomro et al., 2015; Barton et 

al., 2016; Van Kessel, 2012). Many studies on information security have identified that 

senior management commitment is critical to successful information security management. 

Further, information security governance should be deemed as one of board level 

responsibilities (Barton et al., 2016; McFadzean et al., 2006; Knapp et al., 2006; Van 

Kessel, 2012; Alberts & Dorofee, 2002; Ma et al., 2009). It is imperative for the board of 

directors to take the responsibility of an organisation’s success, including protecting the 

“lifeblood” of business- information (McFadzean et al., 2006). By their commitment, senior 

management help paves the way towards information security management within 

organisations. 

The definition of “senior management” can vary from organisation depending on its size and 

structure. But in general, senior management refers to members of the top management 

who make key strategic decisions within organisations, including the Chief Executive Officer 

(CEO), the Chief Information Officer (CIO), the Chief Financial Officer (CFO), the Chief 

Operating Officer (COO), and other members of top management. Given the fact that senior 

management is the prime sponsor and motivator of information security projects, 

information security researchers believe that senior management commitment is necessary 

and critical to successful information security management within organisations (Barton et 

al., 2016; Alavi et al., 2014; Sharma & Dash, 2012; Van Kessel, 2012; McFadzean et al., 

2006). For instance, with senior management support, an adequate budget for information 

security projects, such as an implementation of ISMS, can be allocated. On the other hand, 

senior management commitment can drive organisational changes and improve 

employees’ compliance. Although senior management commitment alone does not 

guarantee effective information security management, senior management commitment 

and support is a prerequisite for effective development, implementation, and maintenance 

of ISMS within organisations (Barton et al., 2016). 

The intent of involving senior management within information security management is to 

ensure information security objectives and activities are aligned with business objectives. 

And this alignment can only be achieved through senior management commitment and their 

support. As such, raising information security awareness of senior management has been 

found necessary to gain their commitment and support in information security management 



Exploring the factors influencing the adoption of ISMS standards or frameworks 
September 2017 

14 

 
within organisations. For each information security project, despite being well-motivated, 

senior management is also required to have a better understanding of information security 

and clear expectations of what benefits can be expected from the information security 

project (Imszennik, 2017; Kajava et al., 2006). As such, senior management’s IT knowledge 

is critical and can influence the degree of their involvement in information security 

management. Li et al. (2007) indicate that organisations with senior management members 

who have IT background or IT knowledge are less likely to have material weaknesses in IT 

internal controls over financial reporting. 

By summarising the existing literature, reasons why senior management commitment is 

critical to successful information security management are listed as follows: 

Leadership 

Senior management has a core responsibility for business activities to ensure all parts of 

business are delivering business value as expected (Soomro et al., 2015). As information 

security issues are on senior management agenda, decisions made from the managerial 

perspective can drive organisational changes to information security management, which 

can potentially reduce or mitigate risks to information systems and organisations (Barton et 

al., 2016). All of these information security decisions are made through assessment 

strategies or strategic decision-making processes, such as risk assessment, cost benefits 

analysis, balanced scorecard usage and SWOT analysis, should be made from a 

managerial level considering all factors that may affect the delivery of business value 

(Papadakis et al., 1998). As such, effective senior management decision-makings can drive 

an organisation in achieving business goals and reduce risks to information systems. 

Governance responsibilities  

Senior management also takes governance responsibilities within organisations, which 

include information security governance. Key responsibilities include policy-making, 

controls development and compliance monitoring, communication, and security training 

(McFadzean et al., 2006). Within these senior management activities information security 

awareness training, information security policy development & implementation are the most 

important components of security programs (Soomro et al., 2015; Ma et al., 2009). They 

have a significant role in protecting organisational data from being breached (Bulgurcu et 

al., 2010). This is accepted by Whitman (2004) who argues that the effectiveness of 

information security relies on three key factors: information security policies, security 

mechanisms (controls), and information security awareness. And they are all managed by 

senior management. Without senior management support, information security cannot be 

established, implemented and maintained. 
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Vision and Plan 

Senior management has a holistic view of an entire organisation, including a view of the 

trend in the near future (McFadzean et al., 2006). They also have access to various 

organisational resources and assets, which pave the way to effective information security 

management within organisations. With a visibility to each part of business functions, 

including IT activities, directors of boards are able to make better decisions on information 

security management to ensure there are no disagreements within the units of an 

organisation. They also have a better control of information security investments to ensure 

each investment on information security complies with business requirements. And this 

relies on the financial backing from senior management within organisations (Ghonaimy et 

al., 2002). 

 

2.4.2 External influences 
 

Barton et al. (2016) show that external influences motivate senior management commitment 

to information security management through two phases: firstly, senior management belief 

increases senior management participation; secondly, greater senior management 

participation leads to greater information security assimilation. Information security 

assimilation refers to the ability of an organisation to assimilate technology, security 

awareness and may extend to the ability to respond various external influences (Barton et 

al., 2016).  

External influences, such as increased reporting of security breaches, high cost of security 

breaches (both directly and potential cost), technology changes, and regulatory forces have 

a significant impact on information security management through affecting IT controls 

quality that is regarded as a critical role in business (Li et al., 2007). As a key driver of senior 

management commitment, external influences also provide senior management with the 

awareness of information security situation and landscape (Franke & Brynielsson, 2014; 

Holgate et al., 2012). In 2013, 93% of large organisations and 87% of small businesses in 

the UK were breached (Ring, 2013). According to a benchmarking report of Ponemon 

Institute in 2015, the average total cost of a data breach in the UK has risen to £2.37 million 

(Ponemon Institute, 2015). The increasing reported security breaches and high cost on 

average for each breach are driving organisations to allocate more resources and efforts 

on information security management.  

Among these external influences, regulatory compliance is the most concern within 

organisations. While information security concerns had been on the backburner of senior 
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management, they have certainly been the top priority on the agenda of senior management 

as the result of mandatory rules enforced by regulators or industry groups (Hu et al., 2007).  

Studies (such as Hu et al., 2007; Ghose & Rajan, 2006) show that regulatory forces are 

powerful drivers for information security management within organisations. For example, 

the upcoming law, General Data Protection Regulation (GDPR), will drive information 

security changes within organisations. Data-processing companies need to be prepared, as 

they will otherwise be liable for fines of up to 4% of annual global turnover or €20M (Ashford, 

2016). Regulatory changes require senior management prompt consideration to ensure that 

amended business practices, supported by IT systems and operational processes are 

compliant with this new regulation (Grant Thornton, 2017).  Another example would be the 

landmark Sarbanes-Oxley Act (2002). In section 404 of this act, it requires that public 

companies should document and assess internal control systems to identify the 

effectiveness of internal controls, including information technology controls. As most critical 

information stored and processed digitally within ICT systems, internal information 

technology controls are an integral part of the overall internal control systems (Li et al., 

2007). As such, it is important for auditors to provide evidence that financial applications 

and supporting sub-systems and networks, where financial data is processed or stored, are 

adequately secured to ensure the integrity of financial data (Ghose & Rajan, 2006). Except 

for mandatory rules, such as GDPR and SOX section 404, industry groups also have an 

influence on senior management regarding information security management within 

organisations. The Public Company Accounting Oversight Board (PCAOB) specifically 

states that the effectiveness of controls, including information technology general controls, 

on which other controls are dependent, should be assessed in management’s assessment 

process (PCAOB, Standard No.2, 2004). 

 

Figure 2. 4 External Influences –Conceptual Framework 
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Internal and external influences on information security management are often analysed 

from three institutional isomorphic processes – coercive, normative, and mimetic processes 

presented from the perspective of neo-institutional theory (Hu et al., 2007; Barton et al., 

2016; Bulgurcu et al., 2010). The neo-institutional theory is one of the main theoretical 

perspectives used to understand factors affecting organisational behaviour. These factors 

can be categorised as coercive isomorphic mechanisms, mimetic isomorphic mechanisms, 

and normative isomorphic mechanisms (Björck, 2004). This theory is adopted for research 

within disciplines as diverse as economics, political science, sociology, and business 

studies (Barton et al., 2016; Björck, 2004). Figure 2. 4 shows the conceptual framework. 

 

 

Figure 2. 5 External Influences in detail 

 

More specifically, the coercive institutional isomorphic process has an impact on information 

security management within an organisation influenced by rules and regulatory 

requirements of agencies that oversee the organisation. For example, some regulatory 

rules, such as PCI DSS or GDPR, are enforced within some data processing organisations. 

This force has a direct influence on senior management in relation to information security 

management. The normative institutional isomorphic process has an impact on information 



Exploring the factors influencing the adoption of ISMS standards or frameworks 
September 2017 

18 

 
security management within an organisation influenced by their sense of professionalism. 

It has two main sources: formal education and professional networks (Palthe, 2014). This 

process emphasises the role of social obligation and is likely to focus on informal structures 

rather than formal structures within organisations. It is manifested through education and 

training, which have influences on beliefs (Barton et al., 2016). The mimetic institutional 

isomorphic process has an impact on information security management within an 

organisation influenced by other peer competitors perceived to be successful. It is important 

in uncertainty or when technologies are not well adopted in decision-making processes. In 

such situations, organisations tend to mimic other peer organisations that are perceived as 

legitimate and successful (Barton et al., 2016; Liang et al., 2007). Liang et al. (2007) suggest 

that mimetic pressures positively affect top management beliefs in the need for information 

security. As discussed above, top management beliefs increase senior management 

participation, which will lead to information security assimilation (Barton et al., 2016; Liang 

et al., 2007).  Figure 2. 5 shows external influences from the three perspectives in detail. 

Hu et al. (2007) indicate that all the three institutional isomorphic processes play significant 

but different roles in information security management. More specifically, Barton (2016) 

argues that only mimetic mechanism has a strong influence on senior management belief, 

which increases senior management participation in information security management. Hu 

et al. (2007) agree that coercive influences, such as regulatory forces have a different effect 

than the normative influence, which will motivate senior management to mandate top-down 

information security management and reduce security risks to information systems and the 

organisation. 

 

2.4.3 Human factors 
 

Although technical controls are in place within most organisations to mitigate the risk of 

human mistakes or insider attack (such as controls on data encryption, logical access, 

segregation of duties, activity monitoring, compliance monitoring, and auditing), human 

factors are still the Achilles' heel in achieving information security (Colwill, 2010; IBM, 2015). 

No matter to what extent automatic processes might be within any computer-based system, 

information security is still determined by human actions (Björck, 2004). Alavi et al. (2014) 

suggest that all kinds of human factors can deeply affect information security management 

within organisations. This is based on the fact that information security systems are 

designed, implemented and maintained by people and that human factors are the most 

vulnerable part of information security systems. Therefore, to improve the robustness of 
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information security systems, information security management should consider human 

factors as key elements. 

As mentioned above technology alone does not guarantee effective information security 

management (McFadzean et al., 2006; Alavi et al., 2014). To effectively manage information 

security, organisations should achieve a balanced approach of technical, human and 

organisational factors (Werlinger et al., 2009). Within the three key factors, human factors 

play a critical role in the majority of security breaches, as most of security breaches are 

partially due to employees’ mistakes (Gonzalez & Sawicka, 2002; IBM, 2015). For instance, 

most organisations have password policies that require complex passwords. As lacking 

security awareness, employees write down their passwords and leave them on their desks. 

This behaviour increases the risk of unauthorised access resulting in data theft and 

reputation damage. Research indicates that human factor is the weakest link in effectively 

maintaining information security within organisations (Chmura, 2016). 

Given the fact that a well-designed ISMS still has to rely on people (Gonzalez & Sawicka, 

2002), many studies conclude that maintaining the effectiveness of ISMS is deeply affected 

by human factors, such as information security awareness, senior management support, 

security knowledge and skillsets, and communication (Alavi et al., 2014; Soomro et al., 

2015; Rocha Flores et al., 2014). Without effective management of those human factors, 

organisation will be facing with insider threats that pose security risks due to their knowledge 

of information assets and privilege access to information systems. For instance, with the 

use of firewalls and intrusion detection/prevention systems, cyber-attacks can be identified 

and/or prevented from outside of an organisation in a timely manner. But residual risks of 

malicious activities or ignorance from inside still remain (Colwill, 2010). According to Van 

Zadelhoff (2016), insiders are today’s biggest security threat. IBM research (2015) indicates 

that 55% of cyber-attacks are carried out by insiders. With many advantages over an outside 

attacker, insider security threats can cause more damage to organisations, as they have 

more privileges and know how to achieve the greatest benefit without being noticed (Colwill, 

2010). However, insider security threats are often ignored by organisations (Colwill, 2010; 

Parker, 2017). 

Although potential insider security threats always exist within organisations and most 

organisations fail in addressing them, risks of insider security threats can be assessed and 

controlled through risk assessment, security training, knowledge sharing, activity and 

compliance monitoring (Pfleeger & Stolfo, 2009; Rocha Flores et al., 2014). For instance, 

to prevent employees from writing down their passwords, organisations should have 

periodic security awareness training advising all employees about information security 

policies and systems. Key elements of security awareness include motivation (to ensure all 
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stakeholders’ requirements are met), involvement (to ensure all stakeholders are involved), 

individual roles and responsibilities (to ensure all stakeholders’ roles and responsibilities 

are clearly presented), and training (to ensure all necessary security topics, knowledge and 

skills are included) (Alavi et al., 2014). With regard to risk assessments, human factors 

should be taken into consideration as a key element. For example, risk assessments should 

be conducted on privileged access accounts that have a potential to change security 

settings or alter security logs; suspicious activities should be identified and monitored within 

key financial systems and databases (Colwill, 2010). 

 

 

Figure 2. 6 Human Factors (Alavi et al., 2014) 

Human factors are often categorised into three main areas: Communication, Security 

Awareness and Management Support (Alavi et al., 2014; Bulgurcu et al., 2010; McFadzean 

et al., 2006). Figure 2. 6 provides an overview of the three main areas. Kraemer et al. (2009) 

argue that human factors and organisational factors, such as communication, security 

awareness and management support, play a critical role in computer and information 

security management. Communication within organisations refers to messages and ideas 

exchange. Although human factors are often neglected, organisations are aware of the risks 

resulted by insufficient communication between information technology, management and 

end users (Ashenden, 2008). Bulgurcu et al. (2010) argue that effective communication is 

a prerequisite for information security compliance within organisations. It should include the 



Exploring the factors influencing the adoption of ISMS standards or frameworks 
September 2017 

21 

 
following attributes: documentation, authenticity, collaboration and consistency (Alavi et al., 

2014). Documentation provides the way to present information security policies and 

procedures. In information security management, it also requires that key activities and 

events within information systems should be logged. Authenticity ensures communication 

among stakeholders is necessary and reliable.  Collaboration and consistency give steady 

and coherent communication among stakeholders (Alavi et al., 2014).  

Given the fact that security awareness is influencing and shaping the attitudes and 

behaviour of individuals, Bulgurcu et al. (2010) indicate that providing organisational 

security awareness is the most critical factor in convincing employees to comply with 

information security policies and procedures. Security awareness not only makes 

employees aware of information security policies and procedures, but also teaches 

employees how to keep information assets safe from malicious attacks and other 

vulnerabilities (Soomro et al., 2015). Within the three defined main areas, security 

awareness is necessary for all employees including senior management, which should 

ensure that security-related policies and procedures should be compliant with stakeholders’ 

willingness; individual’s roles and responsibilities are identified; periodic security training for 

all employees are in place; and that all stakeholders are involved in the process (Alavi et 

al., 2014).  The purpose of raising security awareness among employees is to develop 

essential competencies to deal with security-related issues. The most popular way to raise 

security awareness among employees is security awareness training. The main objective 

of security awareness training is to educate users on their responsibilities to protect 

business information to ensure its availability, integrity and confidentiality. 

Lastly, management support is essential for information security management. Research 

(McFadzean et al., 2006) indicates that technology alone does not guarantee the success 

of information security. Information security should be considered and managed from a 

managerial perspective (Soomro et al., 2015; Barton et al., 2016; Van Kessel, 2012). Many 

studies on information security have identified that senior management commitment is 

critical to successful information security management. Further, information security 

governance should be deemed as one of board level responsibilities (Barton et al., 2016; 

McFadzean et al., 2006; Knapp et al., 2006; Van Kessel, 2012; Alberts & Dorofee, 2002; 

Ma et al., 2009). Management support includes the following key attributes: Skills: senior 

management’s IT knowledge is critical and can influence the degree of their involvement in 

information security management; Leadership: effective senior management decision-

makings can drive an organisation in achieving business goals and reduce risks to 

information systems. Senior management has the responsibility for information security 

visions and plans; Commitment: senior management commitment can help pave the way 
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towards information security management within organisations through their support and 

involvement; Awareness: Senior management should have appropriate security awareness 

to ensure the importance of information security can be addressed within organisations 

(Alavi et al., 2014).  

 

2.5 Summary of the literature 
 

Without information security organisations are faced with various risks resulting in financial 

loss, reputation damage, and regulatory noncompliance caused by ineffective information 

security management. As a result of external influences, such as the increasingly reported 

security breaches and the regulatory landscape, organisations have started seeking cost 

effective ways to protect the “lifeblood” of business. To obtain systematic and 

comprehensive information security management, more and more organisations are 

establishing ISMS aligned with best practices. In this literature review a summary of most 

popular ISMS standards and frameworks, such as ISO 27001, PCI DSS, COBIT and ITIL, 

is presented. Although all of them are information security related standards or frameworks 

aiming at protecting critical informational processes within organisations, functions and 

purposes of them are different: ISO 27001 is an information security framework based on 

business risks; PCI DSS is an information security standard released by the Payment Card 

Industry Security Standards Council to protect cardholders’ data; COBIT is an IT 

governance framework which is created to map IT processes; ITIL is a good practice for IT 

service level management. 

To in line with the main objective of the study, a systematic review of existing literature was 

conducted to explore key factors affecting information security management within 

organisations. Three key factors have been identified and analysed, including senior 

management commitment, external influences, and human factors. Within the three 

identified factors, human factors are taking the most challenging role in information security 

management. But this factor can be addressed through risk management, information 

security training and awareness, which helps organisations foster healthy information 

security culture. Further, positive security culture can effectively improve the operating 

effectiveness of information security controls within organisations. Moreover, senior 

management commitment is needed to gain management support for the development and 

enforcement of information security controls. Considering the privilege of leadership and 

governance responsibility, senior management commitment generates fundamental value 

to information security management within organisations. It is also noted that senior 

management commitment is affected by external pressures, such as increased reporting of 
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information security breaches and the regulatory landscape. These external influences have 

critical impacts in all of coercive, normative, and mimetic processes.  

Since it has not been proved by existing literature whether these identified factors would 

affect the adoption of ISMS standards or frameworks, this study will cover the gap to explore 

the reasons of the low adoption.  
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Chapter 3 – Methodology and Fieldwork 
 

This chapter describes the research methodology and fieldwork for this study. Firstly, 

research philosophies and approaches considered will be introduced and analysed. 

Rationales for the adopted philosophies and approaches will be presented and discussed 

in detail. Secondly, research methodology and strategy will be presented in order to answer 

the questions how the research is designed, how to conduct this research, how to choose 

prospective participants, how to collect data, and what tools will be utilised to collect data. 

Thirdly, ethical issues will be discussed and relevant solutions will be presented. Lastly, 

problems encountered and lessons learned from this research will be concluded at the end 

of the chapter. 

 

3.1 Research Philosophies 

Philosophy is concerned with views of the world and how the world works. It tells people 

what knowledge itself should be, what questions people can ask about the world, which 

academic research approaches (inductive, deductive or adductive) should be adopted to 

ask those questions, and which research methods or strategies are appropriate to collect 

data to answer those questions (Lee & Lings, 2008). Those questions include the ones 

about ontology (what are we studying?), epistemology (how can we have warranted 

knowledge about chosen domains?), and axiology (why do we study them?) (Johnson & 

Clark, 2006). In an academic research process, it is important to think about the way in 

which researchers perceive reality, knowledge, and existence, as their perception of reality, 

knowledge, and existence will affect the way in which they conduct the research. Lee and 

Lings (2008) demonstrate philosophy as a process linking together the theoretical world 

and the ‘real’ world (Figure 3. 1).  The theoretical world comprises our ideas, theories, and 

concepts existing in the real world. The real world is the world where we live and observe. 

Philosophy is concerned with exactly how to relate theoretical ideas and our perceptions to 

the real world, and how to transfer knowledge of real world back to theory. And this is the 

way in which we understand the nature of the reality (Lee & Lings, 2008). 
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Figure 3. 1 Philosophy's place in research model (Lee & Lings, 2008) 

A research philosophy is a system of philosophical stances, beliefs or assumptions adopted 

by researchers to develop acceptable knowledge and explore the nature of that knowledge. 

It is a belief about the way in which data about a phenomenon should be gathered, 

analysed, and presented. It includes important assumptions about the way in which 

researchers view the world and perceive reality (Saunders et al., 2016). These assumptions 

are usually categorised into three different types: ontological assumptions (the nature of 

realities), epistemological assumptions (human knowledge), and ontological assumptions 

(values in research) (Saunders et al., 2016; Crotty, 1998). 

To obtain a better understanding of the adopted research philosophies and the reasons, 

three different types of assumptions (ontology, epistemology, and axiology) are discussed 

in detail, which is used to distinguish the adopted research philosophies. Ontology refers 

to assumptions about the nature of reality and every essence of the phenomena under 

investigation. For example, ontology might be regarded as a set of beliefs about what the 

world actually is. Epistemology concerns assumptions about the grounds of knowledge, 

how one might begin to communicate this as knowledge to others, what constitutes 

acceptable, valid and legitimate knowledge (Burrell & Morgan, 1979). It should be noted 

that epistemology should follow from ontology (Lee & Lings, 2008). Axiology refers to the 

role of values and ethics within research processes (Saunders et al., 2016). It incorporates 

questions about how researchers deal with both their own values and those of research 

participants. It is in essence about the ‘aim’ of the research and it follows again from 

ontology. Figure 3. 2 shows the relationship among the three different types of assumptions. 
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Figure 3. 2 Philosophy Assumptions 

Apart from the three different types of assumptions that research philosophies make, in 

order to distinguish research philosophies, a multidimensional set of continua between two 

opposing extremes or positions (objectivism and subjectivism) are often analysed and 

discussed to illustrate the two different philosophical stances (Saunders et al., 2016). 

Objectivism is concerned with assumptions about natural science. Objectivist approach 

advocates the beliefs that the reality is external and independent from social entities’ 

perceptions; the experiences of social entities would not affect the existence of reality. 

Subjectivism is concerned with assumptions about the arts and humanities, arguing that 

social reality consists of social entities’ perceptions and there is no underlying and true 

reality that exists independent of perceptions. Table 3. 1 shows the three different types of 

philosophical assumptions in relation to the two continua extremes. It also summaries key 

questions with which the three different types of philosophical assumptions are concerned. 

Table 3. 1 Philosophical assumptions (Saunders et al., 2016) 

Assumption 

Type 

Questions Two positions 

Objectivism Subjectivism 

Ontology  What is the 

nature of 

reality? 

 What is the 

world like? 

 

 Reality exists 

independently. 

 Reality is 

external. 

 There is only 

one true reality. 

 Reality is 

decided by 

perceptions 

of social 

entities 

 Reality is 
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socially 

constructed. 

 There are 

multiple 

realities. 

Epistemology  How can we 

know what we 

know? 

 What is 

acceptable 

knowledge in 

a particular 

field of study? 

 What 

constitutes 

good-quality 

data? 

 What kinds of 

contribution to 

knowledge 

can be made? 

 Adopt 

assumptions of 

the natural 

scientist. 

 Focus on facts. 

 Conclusions are 

supported by 

numbers. 

 Law-like 

generalisations. 

 

 Adopt 

assumptions 

of the arts and 

humanities. 

 Focus on 

opinions. 

 Conclusions 

are supported 

by narratives. 

 Individuals 

and contexts, 

specifics. 

Axiology  What roles do 

values play in 

research 

choices? 

 How should 

we deal with 

the values of 

research 

participants? 

 Value-free  Value-bound 

 

Saunders et al. (2016) summarised five major research philosophies. Two of them were 

excluded from consideration: interpretivism and postmodernism. Three of them were 

considered for this research, which are positivism, critical realism, and pragmatism. 

Rationales are provided for each identified research philosophy in the following. 

Positivism refers to the philosophical stance of natural science that emphasises empirical 
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data and scientific methods. It generates ‘law-like’ generalisations through an observation 

of the social reality by researchers. It also embraces the belief that acceptable knowledge 

is based on experiences of senses that are observable and measurable (Saunders et al., 

2016; Crotty, 1998; Orlikowski & Baroudi, 1990). From the epistemological perspective, 

positivist researchers conduct their research through observations or measurements of 

empirical events based on large-scale sample surveys that contribute to the production of 

credible and meaningful data. The data will then be analysed to explain and predict 

behaviour and events of the nature of reality. Most positivist researchers tend to use existing 

theory to develop research hypotheses. These hypotheses are subject to testing by using 

collected quantitative data. It is noted that during the research most positivist researchers 

would maintain an objective stance and try to avoid elements that would have influences to 

findings. In other words, positivist researchers would conduct their research in a value-free 

way (Saunders et al., 2016). Typically, most positivist researchers adopt a highly structured 

research methodology in a deductive approach and they are likely to use statistical analysis 

to collect quantifiable data. While quantitative method is usually associated with deductive 

approach, within this study in order to explore and examine observable and measurable 

facts, quantitative data was collected through highly structured survey followed with an 

inductive approach. From this perspective, positivism was considered for this research. 

Critical realism is a philosophy of scientific enquiry. It shows the relationship between 

human sensations and the truth. It also focuses on explaining what we see and experience. 

Sayer (2010) summarises 8 key assumptions of critical assumptions: 

1. The world exists independently of our knowledge of it. 

2. Our knowledge of that world is fallible and theory-laden. 

3. Knowledge develops neither wholly continuously, as the steady accumulation of 

facts within a stable conceptual framework, nor wholly discontinuously, through 

simultaneous and universal changes in concepts. 

4. There is necessity in the world; objects – whether natural or social – necessarily 

have particular casual powers or ways of acting and particular susceptibilities. 

5. The world is differentiated and stratified, consisting not only of events, but objects, 

including structures, which have powers and liabilities capable of generating events. 

These structures may be present even where, as in the social world and much of 

the natural world, they do not generate regular patterns of events. 

6. Social phenomena such as actions, texts and institutions are concept dependent. 

7. Science or the production of any kind of knowledge is a social practice. 
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8. Social science must be critical of its object.  

Critical realists consider reality as the most significant element in philosophical assumptions 

(Saunders et al., 2016). Ontologically, critical realists adopt the assumption that reality is 

external and it exists independently from human mind. And this assumption is supported by 

points 1, 4, 5, and 8. Epistemologically, critical realists accept that the reality is socially 

constructed and represented through sensations, which are some of the manifestations of 

things in the real world. These sensations form or develop an understanding of the real 

world (Easton, 2009). And this assumption is supported by points 2, 3, 6 and 7. 

Critical realism embraces the stance that people understand the world through two steps. 

First, there are sensations and events that we experience. Second, these sensations and 

events are subject to mental processing (Saunders et al., 2016). By contrast, there is 

another type of realism that is in an extreme form, direct realism. It claims that what you see 

is what you get and reality can be readily accessed. And there is no second step for direct 

realism. As a result, direct realism is often embraced within some areas of natural science 

that needs to be accurately measured. In this research, direct realism is not in consideration, 

since the step of mental processing is critical for identifying and extracting perceptions from 

participants. 

Pragmatism refers to the philosophical stance that adopts both objectivism and 

subjectivism and underlies mixed methods approach. Epistemologically, it focuses on 

problems, solutions, practices and relevance in a practical form without unified rules 

(Saunders et al., 2016; Pansiri, 2005). Pragmatist researchers recognise that reality is 

complex and it cannot be interpreted by a single view (Saunders et al., 2016). Most 

pragmatist researchers are likely to use multiple methods to conduct their research to 

ensure credible and reliable data. In order to meet the need for considering practical 

concepts and actions rather than abstract distinctions in some research, pragmatism 

provides a set of new philosophical assumptions and moves to a new position on the 

continuum. It contributes to practical solutions and embraces the two extremes supported 

by positivism and interpretivism. Table 3. 2 compares positivism, interpretivism and 

pragmatism from three key assumptions, research approach, and research strategy. As 

pragmatism underlies mixed methods and adopts both objectivism and subjectivism, this 

research philosophy was considered for this research. 
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Table 3. 2 Positivism, interpretivism and pragmatism 

 Ontology Epistemology Axiology Research 

Approach 

Research 

Strategy 

Positivism Objective Focus on 

observable 

and 

measurable 

facts 

Value-free Deductive Quantitative 

Interpretivism Subjective Focus on 

narratives, 

stories, 

perceptions 

and 

interpretations 

Value-

bound 

Inductive Qualitative 

Pragmatism Objective 

or 

subjective 

Focus on 

practical 

solutions to 

ensure 

credible and 

reliable data  

Value-

free/ 

value-

bound 

Deductive/

Inductive 

Quantitative 

and/or 

qualitative 

 

Interpretivism refers to the philosophical stance that takes the opposite approach to 

positivism. From the axiological perspective, positivist researchers maintain an objective 

stance and follow the methods of the natural science; however, interpretivism emphasises 

the importance of subjective meanings and interpretations of the social world (Gray, 2009; 

Crotty, 1998). Interpretivist researchers adopt the assumption that the knowledge of reality 

is social constructed (Walsham, 2001). Orlikowski & Baroudi (1990) argue that the social 

world is not ‘given’. Rather, it is produced and reinforced by humans through their 

interactions. However, humans are different with physical phenomena as humans generate 

meanings that are studied by interpretivist researchers. As such, interpretivism, which 

regards humans and their social worlds as the core components, cannot be studied in the 

same way as physical phenomena (Saunders et al., 2016). From the axiological 

perspective, value-free data cannot be obtained since perceptions of humans are an 

integral part of interpretivist research. Instead, value-bound is adopted by interpretivist 

researchers. As such, interpretivism leans towards the collection of qualitative data through 

the method of interviews. 
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The aim of interpretivist research is to understand interpretations of social worlds and 

context, and discover how people construct meaning in social worlds (Saunders et al., 2016; 

Neuman, 2011; Crotty, 1998). In terms of epistemology, interpretivism focuses on 

meaningful social actions that attach subjective meanings, such as narratives, stories, 

perceptions, and interpretations. However, as a result of the complexity of social worlds, 

different people who have different backgrounds, under different circumstances create 

different perceptions and meanings. And this drives interpretivist researchers to discover 

universal ‘laws’ that are applicable for all specific social entities. From this view, 

interpretivism is the same as positivism except that they adopt different approaches.  

In this research, quantitative data was collected through a highly structured questionnaire. 

However, the data collected was not subjective meanings, such as narratives, stories, 

perceptions, and interpretations. For this reason, interpretivism was not considered for this 

research. 

Postmodernism refers to a philosophical stance that is a rejection of modernism. 

Modernism refers to basic assumptions, beliefs, and values that arose in the enlightenment 

movements (Saunders et al., 2016; Neuman, 2011; Crotty, 1998). Postmodernists go even 

further than researchers who are supporting interpretivism or critical realism. They reject 

objectivism and question the power of relations that sustain realities. Instead, they embrace 

the role of language and power relations. Postmodernists support the assumption that the 

nature of social reality is chaotic and fluid without real patterns. Furthermore, extreme 

postmodernism even rejects the possibility of a science in the social world and distrusts all 

systematic empirical observations and measurements. From this view postmodernist 

researchers would undertake their research in a detached and neutral way. 

In terms of academic research, postmodernist researchers tend to deconstruct realities, 

such as texts, to expose how values and interests are embedded within them. They would 

not focus on the meaning that the texts are describing. Rather, they emphasise how the 

social world is represented. Questioning and investigation processes are important for 

postmodernist research. For instance, postmodernist researchers would not focus on social 

entities, such as ‘management’, ‘organisation’ and ‘performance’. Instead, they emphasise 

ongoing processes, such as managing, organising and performing (Saunders et al., 2016).  

The output of postmodernist research is similar to a work of art, which is used to stimulate 

others, and ‘to give pleasure’ (Neuman, 2011). Hence postmodern analysis often focuses 

on areas in advertising, lifestyle, fashion and arts (Gray, 2009). While subjective 

methodologies are adopted for this research, rejecting or questioning truth or reality is 

unnecessary for this research. For this reason, postmodernism philosophy was not 
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considered in this research. 

3.2 Inductive Research Approach 

Both Saunders et al. (2016) and Gray (2009) have outlined the two main scientific 

approaches: inductive approach and deductive approach.  Inductive approach starts from 

data collection. The collected data, usually qualitative data, are subject to analysis for 

exploring a phenomenon and developing a theory. The aim of inductive approach is to 

generate themes, patterns or conclusions from the specific to create a conceptual 

framework. In an inductive approach, known premises are used to generate untested 

conclusions. By contrast, deductive approach moves towards hypothesis testing. In a 

deductive approach, data collection, usually collecting quantitative data, is used to evaluate 

propositions or hypotheses related to an existing theory. Generally speaking, inductive 

approach is from data to theory; deductive approach is from theory to data. Figure 3. 3 

illustrates the two research approaches. Table 3. 3 compares the two approaches from 

three perspectives. 

Table 3. 3 Comparison of Inductive and deductive approach 

 Inductive Deductive 

Generalisability From the specific to the general From the general to the specific 

Usage of data Data collection is used to 

explore a phenomenon and 

develop a theory 

Data collection is used to evaluate 

propositions or hypotheses related 

to an existing theory  

Aim To generate themes, patterns 

or conclusions 

To test a theory 

 

In this research, inductive approach was adopted. The primary purpose of this research 

was to examine factors influencing the adoption of ISMS standards and frameworks. The 

first task after data collection was to make sense of the collected data through the data 

analysis process. The result of the data analysis process would be the formulation of a 

theory. This theory expressed as a conceptual framework would identify the factors 

influencing the adoption of ISMS standards and frameworks. 
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Figure 3. 3 Inductive and deductive approach 

 

3.3 Research Design 

This research follows quantitative method research design and is carried out through a 

combination of exploratory and explanatory study. Online survey is selected as the research 

strategy to collect quantitative data in order to develop a conceptual framework to answer 

the research question. There are two main stages in this study: theoretical review stage and 

confirmatory stage. Figure 3. 4 illustrates the research process. 

The reason for employing theoretical review in this research is that the factors influencing 

the adoption of ISMS standards and frameworks are unknown. It is noted that there is a gap 

in the existing literature in relation to identifying the factors influencing the adoption of ISMS 

standards and frameworks. However, existing literature has analysed factors influencing 

information security management. While this is helpful to answer the research question, a 

confirmatory stage is still necessary to confirm the accuracy of the assumptions. In the first 

stage, a richer understanding of factors influencing information security management is 

obtained. This is achieved by reviewing existing literature on information security 

management. Three main factors are identified in this stage, which will potentially affect 

information security management within organisations. And they are senior management 

commitment, external influences, and human factors. 
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The confirmatory stage including data collection and data analysis (Chapter 4 – Findings 

and Analysis) was established after the theoretical review stage with the purpose to validate 

the assumptions generated in the first stage. In the data collection process, an online survey 

was selected to collect primary quantitative data. The design for this structured online 

survey evolved from the literature review in the first stage. The survey comprised 23 

questions and would take participants 10 – 15 minutes to complete. The prospective 

participants were information security or ICT professionals. A LinkedIn profile was created 

for advertising this research and showing the lead researcher’s academic background. A 

list of prospective participants was generated through LinkedIn, which included 100 

prospective participants who have information security or ICT background. Probe messages 

stating research purposes followed up with a link to the online survey questionnaire were 

sent to all of the prospective participants on the list. The response rate in this research was 

restricted to the following two facts: 

 The research is related to a critical domain of information security. Participants do 

not want to discuss any sensitive topics. 

 Participants are not willing to accept online surveys through LinkedIn from a person 

they don’t know. 

 

 

Figure 3. 4 Main stages of the research 

 

3.4 Quantitative Research Method  

Research methodical choices can be broadly divided into three categories: quantitative 

method, qualitative method, and mixed methods (Saunders et al., 2016; Neuman, 2011; 

Gray, 2009).  Quantitative research is empirical research followed with structured data 

collection where data is in the form of numbers. It is generally associated with positivism 
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philosophy and followed with a deductive research approach that is aimed at testing a 

theory or hypothesis. Qualitative research is empirical research where data is not in the 

form of numbers. Rather, data collected in qualitative research are open to many types of 

data, such as interview transcripts, diary entries, observation notes, videos and 

photographs. Qualitative research is usually associated with interpretive philosophy and 

followed with an inductive research to develop a theory. Qualitative research is aimed at 

making sense of subjective meanings expressed about a phenomenon. It also focuses on 

understanding the ways in which people act and account for their actions. Mixed methods 

research is empirical research and usually associated with multiple methods that combine 

quantitative and qualitative data collection methods. Mixed methods research adopts an 

inductive, deductive or abductive approach. 

This research focuses on explaining a phenomenon or fact that the adoption of ISMS 

standards and frameworks is low and exploring the factors influencing the adoption of ISMS 

standards and frameworks. Quantitative method was chosen for this research followed with 

a highly structured data collection strategy to answer the research questions. Mono 

method quantitative study was adopted in this research, which means that a single data 

collection technique was used. In this research quantitative data was collected through an 

online survey. The purpose of this research was to generate a theory from the collected 

quantitative data followed with an inductive approach. This quantitative research focused 

on collecting participants’ perceptions represented in the online survey to answer the 

research question. The results of this research develop a conceptual framework to explore 

and examine the factors influencing the adoption of ISMS standards and frameworks. It also 

contributes to the existing literature on information security management. 

It should be noted that inductive approaches are generally associated with qualitative 

methods, whilst deductive approaches are commonly associated with quantitative methods. 

This research used an inductive approach, but it followed a quantitative method through a 

structured online survey. For the majority questions, an ‘Other’ option followed by an open 

text box is provided for each question, when the provided options do not include 

participants’ ideal choices. As such, qualitative data was enabled during data collection. 

The combination of quantitative and qualitative data collection generates the research 

theory. 

 

3.5 Research Purpose 

Saunders et al. (2016) suggest that research is usually designed to fulfil either an 

exploratory, descriptive, explanatory, evaluative purpose or some combination thereof. This 
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research was designed to fulfil a combination of exploratory and explanatory purpose. An 

exploratory study asks open questions beginning with ‘what’ or ‘how’ to discover what is 

happening and investigate the reason why.  An explanatory study is for seeking answers to 

a phenomenon or problem. It asks open questions beginning with ‘why’ or ‘how’. 

A combination of exploratory study and explanatory study was adopted for this research. 

The primary purpose of this study was to explore and examine factors influencing the 

adoption of ISMS standards and frameworks. This research also identifies challenges and 

barriers to adopting ISMS standards and frameworks within organisations.  

In order to obtain the foundation of the exploratory and explanatory study, a theoretical 

review was conducted.  Not only did the comprehensive theoretical review provide an up-

to-date understanding of information security management and factors influencing 

information security management but also it guided the development of research topics and 

questions. Through demonstrating essential theories and understandings in the field of 

information security, the theoretical review presents the gap between existing literature and 

the research topic. Databases used for searching literature include Stella Search (Trinity 

College Library), ACM Digital Library, IEEE Xplore Digital Library and Google Scholar. 

Literature materials include academic papers, government publications, journal articles, 

books, and conference papers. All literature materials were evaluated to ensure the 

knowledge obtained is up-to-date and trustworthy. 

 

3.6 Research Strategy 

An online survey was selected for the main research strategy. It is a common and popular 

strategy in business and management research. Most researchers are likely to use the 

survey strategy for exploratory research (Saunders et al., 2016). It provides an efficient and 

cost effective way of generating a large number of responses in a short period of time. 

Primary data was collected through the online survey to answer the research question, 

identify relationships between variables, and develop a conceptual framework for this 

research. 

The online survey was designed based on the knowledge obtained through the theoretical 

review process (Chapter 2 – Literature Review). It comprises 23 questions and 6 topics 

including company profile; interviewee profile; information security environment; challenges 

and barriers; benefits; plans for the future. The online survey took participants 10 – 15 

minutes to complete. Each question was optional. Participants were able to quit the online 

survey without submitting answers at any time without penalty. This online survey was 
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anonymised. No individual and organisation names were required. All participants were 

advised not to input personal details or organisation names on the online survey. 

The online survey tool chosen for this research was SurveyMonkey®. Reasons for choosing 

SurveyMonkey® are 

 It includes over 100 templates and 1,600 pre-made questions 

 It has user-friendly interface 

 It creates reports in PDF 

 It provides data analysis function 

After the creation of the online survey, 5 information experts were invited for pilot testing. 

The aim of pilot testing was to refine the questionnaire to ensure participants have no 

problems in answering those questions. Suggestions and opinions were collected. 

Necessary amendments were made to the online survey. All information collected through 

the online survey was treated confidentially. Online survey data was stored and encrypted 

on the server managed by SurveyMonkey®. Sufficient data protection controls were 

deployed within SurveyMonkey® to protect data stored and processed on SurveyMonkey® 

products. SurveyMonkey® (2016) has an appropriate privacy policy in place, which explains 

how SurveyMonkey® handles data protection issues. Additionally, a strong password was 

deployed on the account with the access to the survey data. This password was subject to 

periodic change every 60 days. All survey data would be destroyed from both 

SurveyMonkey® and the lead researcher’s laptop after September 30th, 2017. 

 

3.7 Samples 

A self-selection sampling technique was chosen for selecting samples in this research. By 

choosing self-selection sampling rights was given to individuals to identify their desire to 

take part in the research. As the research explores a phenomenon on information security, 

the prospective participants have to be information security or ICT professionals. A LinkedIn 

profile was created advertising this research and showing the lead researcher’s academic 

background. A list of prospective participants was generated through LinkedIn, including 

100 prospective participants who have information security or ICT background. Probe 

messages introducing research purposes followed up with the online survey link were sent 

to all of the prospective participants on the list through LinkedIn. 
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3.8 Time Horizon 

The research started in January 2017 and ended in August 2017. Considering the 

timeframe of this research, cross-sectional study was adopted, which only involves the 

phenomenon at a particular time. This research at a ‘snapshot’ of the time horizon provides 

knowledge and perceptions during the research time. 

 

3.9 Ethics of the research 

Human participation was involved in this research for collecting research data. Ethical 

issues were considered at each stage of this research, especially at the stage of data 

collection, to ensure that all prospective participants were fully informed about this research 

and its implications for them as participants. A research ethics application (Appendix A: 

Ethics Approval) was submitted to the Research Ethics Committee in the School of 

Computer Science and Statistics of Trinity College Dublin on April 24th, 2017. Approval was 

received on May 2nd, 2017 before the survey was distributed to participants. 

In order to ensure all prospective participants were informed about this research, a 

Participant Information Form (Appendix B: Information Sheet for Participants) and an 

Informed Consent Form (Appendix C: Informed Consent Form) were sent to all prospective 

participants along with a link to the online survey. Background and procedures of this 

research were addressed in both of the two forms. Key elements, such as conflict of interest, 

publication and declaration were clearly defined in the consent form.  

Participants cannot proceed to the online survey until they have read and accepted all the 

terms and conditions in the consent form. 

 

3.10 Limitations  

While online surveys saved effort for the lead researcher to distribute questionnaires and 

collect responses, it has limitations. Firstly, as this research is related to information security 

management, which is usually regarded as confidential information within organisations, 

some participants did not want to provide any information about this topic. And this resulted 

in negative responses. Secondly, some participants did not have sufficient information 

security or ICT management knowledge, which resulted in inaccurate answers. Thirdly, 

open questions were not added to the questionnaire, which resulted in missing critical 

perceptions of participants. Fourthly, this questionnaire was highly structured and some of 

expected answers might not be included in the structured questionnaire. And this might 

result in that the provided options did not represent participants’ perception accurately. 
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Lastly, the sample size was too small, which might not represent the whole population. 

 

3.11 Lessons Learned 

LinkedIn was the tool used for distributing the online survey. However, based on the fact 

that most people on LinkedIn do not want to respond any messages from people they do 

not know, the response rate was very low. From this view, LinkedIn is not an effective way 

to distribute the survey.  

The online survey was distributed in May. Many prospective participants were busy and had 

no time to complete the online survey. It was noted that only a few of participants completed 

the questionnaire in full without skipping any questions. 

After the completion of the survey design, five information security experts were chosen for 

pilot testing to ensure participants have no problems in understanding and answering the 

questions. High-quality recommendations were collected during the pilot testing. The survey 

was revised and retested afterwards. The pilot testing provided the lead researcher with 

ideas, approaches, and clues that have not foreseen before conducting the pilot testing. 

 

3.12 Summary 

Three key philosophical assumptions, two opposing philosophical extremes, and five main 

research philosophies are discussed at the beginning of this chapter. Rationales for 

selecting appropriate research philosophies are provided. This research adopted an 

inductive research approach to build a theory answering the question what factors are 

affecting the adoption of ISMS standards or frameworks. 

This research followed quantitative method research design and was conducted through 

exploratory and explanatory study. An online survey was selected as the research strategy 

to collect primary data in order to develop a conceptual framework and make a theoretical 

contribution. There were two main stages in this study: theoretical review stage and 

confirmatory stage. A literature review was carried out in the first stage to provide a 

theoretical foundation of this research and present an up-to-date knowledge of the research 

topic. Quantitative data was collected in the second stage through a highly structured online 

survey.  

The main limitation of the research was the small sample size, which might affect the 

accuracy of the data analysis results.  
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Chapter 4 – Findings and Analysis 

4.1 Introduction 

This chapter comprises data analysis and an interpretation of the findings resulting from the 

primary data collected from an online survey. The results of data analysis illustrate how the 

proposed research questions were answered. Firstly, the research strategy will be 

presented in order to outline the research design. Following an overview of the number of 

responses and the means of data analysis, the results from both quantitative and qualitative 

data analysis will be discussed. Lastly, key findings will be summarised. 

The primary objective of this research is to examine factors influencing the adoption of ISMS 

standards or frameworks. As outlined in the literature review, information security 

management within organisations tends to be affected by senior management commitment, 

external influences, and human factors. Since there is a gap in existing literature knowledge, 

quantitative research was designed to answer the following research questions: 

1. What are the challenges and barriers to adopting ISMS standards or frameworks? 

2. What are the concerns of senior management when adopting ISMS standards or 

frameworks? 

 

4.2 Research Strategy 

As outlined in the previous chapter, quantitative research was used in this study in the form 

of an online survey. Considering that online surveys are one of the most efficient and cost 

effective strategies to gather a large number of responses in a short period of time, it was 

selected as the only data collection technique for this research. 

An online survey was designed based on knowledge obtained through the literature review. 

It comprised 23 questions and 6 topics, including organisation profile, participant profile, 

information security environment, challenges and barriers, benefits, and plans for the future 

(Appendix D: Online Survey Questions). The online survey took participants around 10-15 

minutes to complete. Each question was optional. Participants were able to quit the online 

survey without submitting answers at any time without penalty. This online survey was 

anonymised. No individual or organisation names were required. All participants were 

advised to avoid inputting any identifiable personal or organisational information during the 

online survey. 

Whilst a quantitative research method was chosen, some qualitative data was also 

collected. An ‘Other’ option followed by an open text box was provided for most survey 

questions to ensure that participants could input accurate answers when provided options 
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did not include or represent their ideal response. Because the size of qualitative data 

collected from the online survey was minimal and did not increase the complexity of data 

analysis, qualitative data analysis methods were not considered in this research. 

A self-selection sampling technique was chosen for this research. Rights were given to 

individuals to identify their desire to take part in the research. As the research explores a 

phenomenon on information security, the prospective participants were required to be 

information security or ICT professionals. A LinkedIn profile was created to advertise this 

research and included the lead researcher’s academic background. A list of prospective 

participants was generated through LinkedIn, including 100 individuals with information 

security or ICT backgrounds. Probe messages introducing the research purposes followed 

up with an online survey link were sent to all prospective participants on the list via LinkedIn.  

However, after the first two weeks of data collection, response rates were extremely low—

only 11 responses were collected during the first two weeks. As a result, other methods to 

increase the awareness of this research were taken into consideration rather than sending 

the same online survey to 100 prospective participants. In order to obtain more responses, 

the lead researcher became a member of information security or ISMS standards and 

frameworks related groups on LinkedIn and posted a research introduction followed by a 

survey link. Table 4.1 lists all the LinkedIn groups where the lead researcher advertised this 

research. 

Table 4.1 Information Security Groups on LinkedIn 

Group Name Group Description Members Joined 

Date 

Information 

Security 

Community 

This Information Security Community on 

LinkedIn is the largest community of cyber 

security professionals in the industry. The 

main objective is to build a network that 

connects people, opportunities, and ideas. 

This group is created for people who are 

involved in purchasing, selling, designing, 

developing, and using information security 

solutions. Covered topics include 

compliance, encryption, anti-virus, 

malware, cloud security, data protection, 

hacking, network security, virtualisation, 

and more. 

375,135 15/05/2017 
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Information 

Security 

Careers 

Network 

The largest group on LinkedIn dedicated to 

careers in IT and Information Security. This 

group provides a way of connecting 

InfoSec professionals to each other and to 

recruiters in order to help them find their 

next career move. Topics covered include 

(but aren’t limited to) PCI DSS, ISO 27001, 

CISA, CISM, Intrusion Detection and 

Prevention, Identity and Access 

Management, Network Security, ITIL, and 

more. 

57,725 20/05/2017 

ISO 27001: 

Information 

Security 

Management 

Systems – 

Implementation 

and Audit 

This group connects information security 

professionals, standard bodies, managers, 

consultants, auditors, analyst, students, 

and all those who are interested, and wish 

to discuss information security 

management systems, practices, 

experiences, and knowledge. Related 

topics include data security, ISMS, 

information security threats, legal 

compliance, cloud security, network 

security, information security awareness, 

education, and training. 

3,981 20/05/2017 

Information 

Technology 

Audit and 

Governance 

Group 

This LinkedIn group focuses on all things 

related to IT audits, compliance, quality 

assurance, business continuity, disaster 

recovery, IT governance, fraud, risk, and 

forensics. This group maintains 

information, discussions, and resources for 

information technology auditors, internal 

auditors, application auditors, compliance, 

information security and forensics 

professionals. 

68,008 01/06/2017 

 

Apart from resources on LinkedIn, the online survey was distributed through information 

security related forums, such as the forum managed by Information Systems Audit and 

Control Association (ISACA). Focusing on IT governance, ISACA is an independent, non-
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profit, global association engaging in the development, adoption, and use of globally 

accepted, industry-leading knowledge and practices for information systems.  

Table 4.2 lists all the ISACA communities in which the lead researcher advertised this 

research. 

Table 4.2 Information Security communities on ISACA 

Community 

Name 

Description Members Joined Date 

Information 

Security 

Management 

This ISACA community focuses on cloud 

computing, application security, vulnerability 

management, PCI DSS, and data protection. 

1,375 20/05/2017 

PCI DSS This ISACA community focuses on PCI DSS, 

Europay, MasterCard and Visa (EMV), PCI 

Cloud, and other payment card areas. 

1,242 25/05/2017 

ISO/IEC 27000 

Series 

This ISACA community focuses on 

Information Security Risk Assessment, 

ISO/IEC 27000 guidance implementation, 

continuous improvement and feedback 

activities, guidance on Information Security 

topics and addressing changes utilising such 

guidance. 

1,188 25/05/2017 

COBIT - 

Implementation 

This ISACA community focuses on COBIT 

implementation guidance. 

1,614 02/06/2017 

Security Trends This ISACA community focuses on top 

security trends and issues. 

667 02/06/2017 

Strategic 

Planning/Alignm

ent 

This ISACA community focuses on ISMS 

planning/alignment. 

763 03/06/2017 

 

4.3 Data Analysis 

As outlined in the previous chapter, quantitative analysis of a structured online survey was 

required in this research. The online survey tool, SurveyMonkey®, was used to collect data, 

which was then exported to Excel (XLS) and comma-separated values (CSV) files for further 
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analysis. The two types of data files provided the potential for statistical, mathematical, or 

computational analysis. In general, quantitative data can be divided into two groups: 

categorical and numerical. In this research, only categorical data was collected, so that it 

could not be measured or calculated numerically, but can be either classified into sets or 

categories according to their characteristics or placed in rank order. In order to increase the 

probability of exploring correlations between two variables, coding of categorical data was 

required. According to the complex data in this research, the quantitative analysis process 

was divided into four stages. 

Stage 1: Data formatting 

Collected data was exported to XLS and CSV files from SurveyMonkey® for further 

analysis. Two types of XLS files were generated. One included presentation-ready survey 

results for each question with response counts, response percentages, and charts. Each 

question occupied one spreadsheet. The other presented all responses data in one 

spreadsheet and provided a summary of raw data collected from the survey. Each question 

comprised one column and each response occupied one row. The latter was used for further 

statistical analysis. Both types of files included open-ended answers. 

Stage 2: Data cleaning 

According to the American Association for Public Opinion Research (2016), four levels of 

non-response can be reported: 

 Complete refusal: no questions answered; 

 Break-off: less than 50 per cent of all questions answered other than by a refusal or 

no answer (this, therefore, includes complete refusal); 

 Partial response: 50 per cent to 80 per cent of all questions answered other than by 

a refusal or no answer; 

 Complete response: over 80 per cent of all questions answered other than by a 

refusal or no answer. 

In this stage, complete refusal responses were discarded. The remaining non-response and 

full responses were retained for further analysis. It should be noted that the following two 

scenarios were regarded as complete refusal responses: 

 Agreed to the Informed Consent Form (who answered Yes to the first question), but 

no questions answered after; 

 Disagreed to the Informed Consent Form (who answered No to the first question). 

Stage 3: Coding 
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The online survey resulted in categorical data, which cannot be measured or calculated 

numerically. In order to increase the likelihood of further statistical analysis, categorical data 

was coded using numerical codes. A set of rules was designed for coding. 

The first position of the code represents how many options were selected followed by the 

number representing the selected option (A=1, B=2, C=3, D=4, etc.). For example, the code 

of ‘14’ means only 1 option was selected and this option is D; the code of ‘3123’ means 3 

options were selected and they were A, B and C; the code of ‘110’ means 1 option was 

selected and this option was J. A skipped question was represented by 0. 

Stage 4: Exploring findings 

Whilst SurveyMonkey® provided data analysis for each question and the results clearly 

portrayed response counts, response percentages, and charts, further data analysis for 

identifying any possible correlations between questions was required. Two sub-processes 

were designed to obtain correlations between questions – one was via an Excel Pivot table; 

the other was via pre-designed and tested Python scripts. 

It should be noted that only two variables with a likely correlation were subject to any of the 

two sub-processes to examine causation. When there was no logical reasoning between 

two independent variables/questions, no causation is implied even though statistical results 

show a potential correlation. Indeed, one important principle of statistical analysis is that 

correlation does not necessarily imply causation. 

 

4.4 Analysis Results 

An online survey was created on 27/04//2017, opened on 08/05/2017, and closed on 

26/06/2017. Ninety-two responses were obtained during this period of time. As required by 

the Ethics Committee of Trinity College participants had to read and agree to an Informed 

Consent Form prior to the commencement of participation. As a result, two responses were 

disqualified. Table 4. 3 shows an overview of collected responses. 

Table 4. 3 Overview of responses 

Responses received 92 

Valid responses 90 

Completed responses 71 
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Partial responses 19 

Disqualification 

responses/ Complete 

Refusal 

2 

 

Within 19 partial responses, 7 responses accepted the Informed Consent Form (by 

answering ‘Yes’ to the first question) but did not answer any questions after the first 

question. As such the 7 responses were discarded and were not subject to further data 

analysis. This resulted that 9 responses in total were deleted including 7 responses above 

and 2 disqualification responses (disagreed to the Informed Consent Form). 

It should be noted that the last question asked participants if they want to submit their 

answers. If participants answered ‘No’, their answers would not be submitted. And such 

answers, therefore, were not shown in the data analysis process. 

The survey consisted of 23 questions (2 of them are not shown below: 1 for Informed 

Consent Form and 1 for submitting answers) and was divided into six sections: 

 Section 1 – Organisation profile (3 questions) 

 Section 2 – Participant profile (2 questions) 

 Section 3 – Information security environment (7 questions) 

 Section 4 – Challenges and barriers (4 questions) 

 Section 5 – Benefits (3 questions) 

 Section 6 – Plans for the future (2 questions) 

Survey findings of the individual analysis and cross tables are detailed in the subsequent 

sections. 

Section 1 – Organisation Profile 
The first section was to analyse information gathered about the background of respondents’ 

organisation. The purpose of this section was to build organisation profiles. Participants 

were asked demographic questions and three key factors were collected in this section: 

business sector (Question 2), the number of full-time employees (Question 3), and key 

stakeholders making ICT decisions (Question 4). 

Figure 4. 1 shows participants’ business sector. 80 participants (89%) answered Question 

2.   Of that 63% were from the following five business sectors – information technology 

(19%), government (15%), financial services (11%), banking (10%), and education (8%). 

Within ‘Other’ sector 11 respondents were from agriculture, charity, digital marketing, food 
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processing, gambling, healthcare/hospitals, mass media, manufacturing, professional 

services, real estate and utility. 

 

 

Figure 4. 1 Business Sector 

In Question 3 participants were asked to indicate how many full-time employees in their 

companies. 82 participants answered this question. Results show that most participants 

(43.9%) were from big companies with more than 2,000 full-time employees. 16 participants 

(19.5%) were from small companies with less than 100 full-time employees. Only 4 

participants (4.9%) indicated that they were from companies with more than 500 but less 

than 1,000 full-time employees. 13 participants (15.9%) were from companies with 101 – 

500 full-time employees. And the same number of participants were from companies with 

1001 – 2000 full-time employees. Figure 4. 2 indicates that most participants were from big 

companies with more than 2,000 full-time employees while companies with more than 500 

and less than 1,000 full-time employees had the lowest response rate. 

Considering that more than 80% of respondents were from companies with more than 100 

full-time employees findings identified in the following questions were more accurate to 

medium or large companies compared with small companies with less than 100 full-time 

employees. 

15

12

9
8

6

4 4
3

2 2 2 2

11

0

2

4

6

8

10

12

14

16

Business Sector



Exploring the factors influencing the adoption of ISMS standards or frameworks 
September 2017 

48 

 

 

Figure 4. 2 Company Size 

As outlined in the literature review, technology alone does not guarantee the success of 

information security management. As an increasingly important factor for companies in 

achieving business goals, information security should be considered and managed from a 

managerial perspective. Consequently, it is imperative that senior executives take the 

responsibility of making key ICT decisions and protecting the ‘lifeblood’ of business. Many 

researchers (McFadzean et al., 2006; Soomro et al., 2015; Ghonaimy et al., 2002) argue 

that information security should remain within the sight of senior directors because of their 

leaderships, governance responsibilities, visions and plans. 

However, there are many organisations still recognise information security as a solely 

technical problem within IT department. Within these organisations, information security is 

haphazardly delegated (McFadzean et al., 2006). Therefore it is necessary to know if senior 

management commitment will contribute well-organised information security management 

to their organisations. Senior management commitment can be identified by asking the 

question who are the key stakeholders for making ICT decisions within companies 

(Question 4). 

83 participants answered Question 4 and 48 of them (57.8 %) indicated that CIO or CTO 

(globally or locally) was the key stakeholder for making ICT decisions in their companies. 

16 respondents (19.3%) informed that ICT Director took the responsibility for making ICT 

decisions. Only 13 respondents (15.7%) chose ICT manager. Results also noted that more 

than 70% of participants were working in the companies with senior executives making ICT 

decisions. Figure 4. 3 shows the results of Question 4. 
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There were only 6 respondents (7.2%) chose ‘Other’. Their answers included Executive 

management team, IS officer, Head of Information Security, project leader, Director of 

Finance, and ICT Assistant. Within the 6 positions, three of them were dedicated IT 

positions. 

 

Figure 4. 3 Key Stakeholders for making ICT decisions 

 

Section 2 Participant Profile 
The purpose of the second section of the questionnaire was to build participant profiles by 

asking demographic questions related to their job titles (Question 5) and the number of 

years of experience in ICT management (Question 6). As this research was related to 

information security management participants selection was only focused on IT related 

professionals. Two methods were used for advertising and distributing the online survey – 

one was through LinkedIn messages, and the other one was through information security 

forums. 

However, neither of the two methods was able to ensure that only IT related professionals 

were chosen to take part in the online survey. If most participants were non-IT related 

professionals, the results of the research would be inaccurate resulted by a large number 

of unqualified answers. Therefore it was necessary to identify demographic factors. 

Question 5 asked participants their job titles. 79 responses were collected. 63 of them 

(79.7%) were IT related professionals. 7 of them were compliance managers who were 

aware of information security within their organisations. 16 of them (20.3%) chose the 

‘Other’ option, which included IT Analyst, Compliance Director, System Administrator, Data 

Consultant, IS Officer, Stage 2 Compliance Analyst, Financial Controller, Project Leader, 
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Head of Quality and Team Lead. It was noted that the majority of participants (79.7%) were 

IT related professionals. Table 4. 4 shows the results of Question 5. 

Table 4. 4 Participant Position 

Job Title No. of responses 

CIO or CTO (Globally or Locally) 3 

ICT Director 12 

ICT Manager 16 

IT Consultant 17 

Compliance Manager 7 

IT Auditor 9 

Other  16 

 

Question 6 asked participants about their experience of ICT management. 79 participants 

answered this question. Whilst only 16 of them (20.3%) indicated that they had less than 5 

years ICT management experience, more than half of them (55.7%) had more than 10 years 

of ICT management experience. Figure 4. 4 shows the results of Question 6. 

 

Figure 4. 4 No. of years of ICT management experience 

 

Section 3 Information Security Environment 
The third section was to analyse information gathered about information security 

management within participants’ companies. The purpose of this section was to identify and 

summarise the ways how ISMS was managed in participants’ companies. 7 questions were 
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asked in this section, including questions about ISMS establishment (Question 7), who 

manages ISMS (Question 8), adopted ISMS standards and frameworks (Question 9 and 

10), average cost (Question 11), main driver of the adoption (Question 12), and external 

help (Question 13). 

ISMS Establishment  

It should be noted that except direct data analysis for each question additional data analysis 

between questions was carried out in order to obtain more useful information from collected 

responses. All the data analysis details and findings were presented. 

Question 7 asked participants if their companies had implemented a formalised ISMS. 

Within 80 respondents 58 of them (72.5%) indicated that ISMS had been implemented. And 

22 of them (27.5%) answered ‘No’.  As all the following questions were related to ISMS, 

participants who answered ‘No’ were led to the final submission page of the questionnaire. 

In order to identify the popularity of ISMS in different industries, Question 7 results were 

analysed in business sectors (Question 2). Through tracking Question 2 answers against 

Question 7 correlations were identified. As shown in Figure 4. 5 most companies in 

information technology, financial services, banking, insurance and consulting had 

formalised ISMS in place. Especially for information technology, financial services, banking 

and insurance companies, ISMS was implemented and maintained. Restricted by the 

sample size, a sufficient number of responses were not obtained from some industries, such 

as construction, legal services, pharmaceuticals, retail sales and telecommunication. This 

will be improved in the future research when the sample size is increased. 

 

Figure 4. 5 ISMS in business sector 
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Because of the continued escalation of cyber-attacks and increasingly regulated data 

protection landscape it is important and necessary for companies, no matter in what 

business sectors, to establish, implement and maintain an effective ISMS to manage their 

information assets (IT Governance, 2016). As an increasingly important factor for 

companies in achieving business goals, information security should be considered and 

managed from a managerial perspective. Consequently, it is imperative that senior 

executives take the responsibility of making key ICT decisions and protecting the ‘lifeblood’ 

of business. As outlined in the literature review, senior management commitment is one of 

the key factors affecting information security management because of its leadership, 

governance responsibilities, visions and plans. Therefore it is necessary to know if senior 

management commitment will contribute well-organised information security management 

to companies.  

Li et al. (2007) indicated that companies with senior management members who have IT 

background or IT related knowledge are less likely to have a material weakness in IT internal 

controls over financial reporting. From this perspective, the lead researcher analysed data 

gathered from Question 4 (key stakeholders for making ICT decisions) and Question 7 (the 

existence of formalised ISMS) with the purpose of identifying if there is a relationship 

between dedicated ICT senior executives and formalised ISMS. 

Question 4 answers were tracked and analysed against Question 7. The purpose was to 

explore if dedicated ICT senior management contributes well – organised ISMS 

management to companies. Figure 4. 6 shows the results of Question 4 and Question 7. It 

was noted that most companies with a CIO, CTO or ICT director had implemented a 

formalised ISMS. Within 80 respondents 49 of them (61.3%) indicated that they had 

implemented a formalised ISMS. Those respondents also informed that dedicated ICT 

senior executives (CIO, CTO or ICT director) were the key stakeholders for making ICT 

decisions in their companies. With regard to companies delegating ICT manager as the key 

stakeholder for making ICT decisions, only 6 respondents (7.5%) indicated that their 

companies had implemented formalised ISMS.  

The results above confirmed that companies with dedicated ICT senior executives were 

likely to have formalised ISMS in place. It also corroborated that information security matters 

should not be haphazardly delegated to IT department. Rather senior management 

executives should take the responsibility of information security management. 
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Figure 4. 6 ISMS and senior management 

In order to explore the relationship between company size and formalised ISMS within 

companies, the following data analysis was carried out. 

The lead researcher analysed data gathered from Question 3 (company size) and Question 

7 (the existence of formalised ISMS) in order to confirm if company size positively correlates 

with ISMS establishment. Findings noted that except senior executives (CIO, CTO or ICT 

director), company size had an impact on ISMS establishment, but a fairly minor one. Large 

companies with more than 500 full-time employees were likely to have formalised ISMS 

established and maintained (Figure 4. 7). Data analysis results (Table 4. 5) show that within 

79 respondents, 42 of them (53.2%) indicated that they had established and maintained 

formalised ISMS within their companies and they were all from companies with more than 

500 employees. With regard to companies with less than 500 full-time employees, only 15 

respondents (19.0%) indicated that they had established and maintained formalised ISMS 

within their companies. 

Table 4. 5 ISMS and company size 

Company Size With ISMS Without ISMS With ISMS / Without 

ISMS 

Less than 100 8 7 1.14 

101 - 500 7 6 1.17 

501 - 1000 3 1 3.00 
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2000 + 30 5 6.00 

Total 57 22 N/A 

 

 

 

 

Figure 4. 7 ISMS and company size 

ISMS management 

Question 8 asked participants who manage implemented ISMS. The purpose of this 

question was to identify if a dedicated role was in place for managing and maintaining ISMS. 

Data analysis results show that 57 participants answered this question. 15 of them (26.3%) 

indicated that ICT directors managed ISMS; 13 of them (22.8%) indicated that ISMS 

manager managed ISMS; 12 of them (21.1%) indicated that ICT manager managed ISMS. 

Figure 4. 8 shows the results of Question 8 indicating that the top three roles for managing 

and maintaining ISMS were ICT Director, ISMS Manager and ICT Manager. However, most 

respondents (26.3%) indicated that ICT Director managed ISMS. It should be noted that 

ICT Director, as one of the senior executives, should not be recognised as a dedicated role 

for managing and maintaining ISMS. The other two positions, ISMS Manager and ICT 

Manager, are more appropriate than ICT Director for managing and maintaining ISMS. 
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Figure 4. 8 ISMS owner 

Adoption status of ISMS standards or frameworks 

Question 9 asked participants if their companies had adopted any ISMS standards or 

frameworks. This question was one of core questions in the questionnaire. It divided 

participants into two groups. Each group of participants were asked different questions 

based on different scenarios after this question. The four prospective choices are listed 

below: 

 Yes 

 No, but we are in progress 

 No, but we might in the near future 

 No, and we are not planning to adopt any of ISMS standards or frameworks 

56 respondents answered this question. 41 of them (73.2%) indicated that their companies 

had adopted at least one ISMS standard or framework. Only 2 of them (3.6%) informed that 

their companies had not adopted any ISMS standards or frameworks and they did not plan 

to adopt any. Figure 4. 9 shows that majority of respondents indicated that their companies 

had adopted at least one ISMS standard or framework. 
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Figure 4. 9 The adoption status of ISMS standards or frameworks  

Whilst an overview of the adoption of ISMS standards or frameworks presented positive 

results, there were still many companies (26.8%) that had not adopted any ISMS standards 

or frameworks to protect their information. This might be resulted by the lack of regulatory 

pressure in some industries. To the contrary, in some particular industries, companies are 

enforced to adopt some standards or frameworks. And the non-compliance will result in a 

penalty. For example, PCI DSS is widely accepted and it must be implemented by all 

companies dealing with cardholders’ information. As such, most companies dealing with 

banking transactions have adopted PCI DSS standard. Another example is the upcoming 

EU GDPR law. The non-compliance companies will be liable for a fine of up to 4% of annual 

global turnover. However, in some other industries, there are no such mandatory standards 

or frameworks to follow. Without regulatory pressure, companies in these industries may 

not consider adopting any ISMS standards or frameworks.  

For this reason, it was necessary to identify the ISMS adoption status in each business 

sector. Question 9 results were analysed in business sectors (Question 2). Through tracking 

Question 2 answers against Question 9 answers, correlations were identified. As shown in 

Figure 4. 10 ISMS standards or frameworks were widely adopted in the following industries 

– information technology, financial services, banking, insurance and consulting. Especially 

in banking, all respondents indicated that ISMS standards or frameworks had been adopted. 

In financial services, only 1 out of 7 respondents (14.3%) indicated that ISMS standards or 

frameworks had not been fully adopted but it was in progress. Restricted by the sample 

size, a sufficient number of responses were not obtained from some industries, such as 
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education, telecommunication, legal services, pharmaceuticals, retail sales and 

construction. This will be improved in the future research when the sample size is increased. 

 

Figure 4. 10 ISMS status in each business sector 

Apart from business sectors, the adoption of ISMS standards or frameworks is influenced 

by company size, structure and complexity as well. This is because securing more people, 

more information systems, more workstations, more processes, and more techniques will 

require more enhancement of the design of ISMS (Raggad, 2010). For example, if a 

company does not have a software development department and there is no need to setup 

such a department, this company then does not have to create a detailed plan for 

establishing security controls for software development life cycle or making effort to align 
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In order to identify ISMS standards or frameworks adoption status in different sizes of 

business, Question 9 results were analysed in different company sizes (Question 3). 
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identified. As shown in Figure 4. 11 most big companies (92.9%) with more than 2,000 full-

time employees had adopted at least one ISMS standard or framework. Only 7.1% of them 

indicated that they had not fully adopted any ISMS standards or frameworks, but it was 

already in progress. With regard to small companies, with less than 100 full-time employees, 

only 50% of respondents indicated that they had adopted at least one ISMS standard or 

framework. And there were 12.5% of them indicating that they were not planning to adopt 

any of ISMS standards or frameworks. 

 

Figure 4. 11 ISMS status in different business sizes 

Having been asked if their companies had adopted any of ISMS standards or frameworks, 

participants were divided into two groups (logic switch was deployed on this question). 

Participants who answered ‘Yes’ or ‘No, but we are in progress’ were required to continue 
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Question 10 (multiple choice) asked participants what ISMS standards or frameworks had 

been adopted. Figure 4. 12 shows the proportion of each ISMS standard or framework that 

had been adopted by participants’ companies. The top three most popular ISMS standards 

or frameworks were ISO 27001 (79.5%), NIST Cyber Security Framework (36.4%) and PCI 

DSS (31.8%).  

 

Figure 4. 12 Adopted ISMS standards or frameworks 

In order to identify the adoption level of the top three most popular ISMS standards or 

frameworks in some particular business sectors, further data analysis was conducted. As 

shown above, ISO 27001, NIST Cyber Security Framework and PCI DSS received the most 

votes from respondents. However, the rank of the three ISMS standards or frameworks 

might change in different business sectors because of different business needs and 

requirements.  

Findings (Question 7) noted that formalised ISMS had been established and maintained in 

the majority of companies in information technology, banking, financial services and 

insurance. Question 2 answers regarding the four identified particular business sectors 

above were tracked against Question 10 answers regarding the three most popular ISMS 

standards or frameworks. This was to identify if the rank of the three most popular ISMS 

standards or frameworks changes in particular business sectors, such as information 

technology, banking, financial services and insurance. 
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Figure 4. 13 shows the adoption level of the top three most popular ISMS standards or 

frameworks in information technology, banking, financial services and insurance. Results 

indicate that ISO 27001 was still the most popular ISMS standard in each of the four 

business sectors. Especially in financial services, 63.6% of respondents from financial 

companies had adopted ISO 27001. This was followed by information technology, half of 

the respondents from information technology companies indicated that they had adopted 

ISO 27001. It should be noted that the rank of PCI DSS increased to the second place in 

information security, banking and financial services.  

Overall findings noted that ISO 27001 was widely adopted in the majority of industries. Other 

ISMS standards or frameworks were adopted based on different business needs and 

requirements in different business sectors. 

 

Figure 4. 13 Adopted ISMS standards or frameworks in four business sectors 

Costs 

Question 11 asked participants opinions on the average cost of the whole ISMS standards 

or frameworks adoption process. 45 participants answered this question. Findings noted 

that more than half (55.6%) indicated the total cost of the whole adoption process was high, 
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 The size of company 

 The physical and logical scope of the ISMS standards or frameworks 

 The complexity of ISMS standards or frameworks 

 The current maturity level of the ISMS 

 The current ISMS Gap 

 The capability of in-house development of ISMS 

 Internal and external resources 

 Certification ‘Deadline’ (Project Schedule) 

 Cross certification 

Among these factors, business size is the most significant factor determining the overall 

cost of the adoption process. Companies with a big number of employees and systems will 

cost more because it needs more resources. As such, it was necessary to identify opinions 

in different sizes of business. Figure 4. 14 shows the results of participants’ opinions 

grouped by company size. Findings noted that only 1 respondent (3.8%) from big 

companies with more than 2,000 full-time employees indicated that the total cost was low. 

Regarding other sizes of companies, more than half of participants thought the total cost 

was high. Rest of respondents found the total cost was neutral. 

 

Figure 4. 14 The average cost of ISMS standards or frameworks adoption 
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Question 12 (multiple choice) asked participants why their companies had adopted ISMS 

standards or frameworks. 45 responses were collected. As shown in Figure 4. 15, 73.3% of 

the respondents indicated that adopting ISMS standards or frameworks was for improving 

information security posture within their companies. This was followed by the second main 

driver – regulatory compliance. 62.2% of respondents reported that the main reason for 

adopting ISMS standards or frameworks was to ensure legal and regulatory compliance. 

Findings also noted that 48.9% of respondents indicated that the main driver of adopting 

ISMS standards or frameworks was to gain competitive advantage, especially in a tender.  

Except the top three drivers identified above, results show that more than 40% of 

respondents also chose the following three aspects as main drivers of adopting ISMS 

standards or frameworks: 

 To improve stakeholders’ confidence when running business; 

 To meet business needs; 

 To meet contractual requirements. 

Under the category of ‘Other’, only one respondent indicated that adopting ISMS standards 

or frameworks was used as a means of protecting customers’ best interests. 

 

Figure 4. 15 Main drivers of adopting ISMS standards or frameworks 

External resources 

Question 13 asked participants if they had used any external consultant services for 
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used mixed resources (internal and external) and 17.8% of respondents indicating that they 

mostly relied on external resources. 

Only 11.1% of them indicated that they had never used any external consultant services to 

help with the implementation process.  

Table 4. 6 shows an overview of the results indicating that most companies had used 

external consultant services for adopting ISMS standards or frameworks. 

Table 4. 6 External resources 

Have you used any services of external 

consultants for adopting ISMS 

standards or frameworks including 

obtaining certifications? 

Responses 

Yes,  mostly external 17.8% 

Yes, mixed resources 64.4% 

No 11.1% 

I don’t know 6.7% 

 

Section 4 Challenges and Barriers 
The challenges and barriers to adopting ISMS standards or frameworks can be 

overwhelming. With so many areas need to be addressed prior to the commencement of 

implementation organisations need to know what challenges and barriers they are facing. 

The purpose of this section was to analyse the information gathered about challenges and 

barriers to adopting ISMS standards or frameworks. Information was analysed from the 

perspectives of challenges of choosing ISMS standards or frameworks (Question 14), 

challenges in adoption processes (Question 15), challenges of obtaining senior 

management support (Question 16) and challenges of implementing specific controls 

(Question 17). These questions were designed to elicit opinions regarding the main 

challenges and barriers to the entire processes of adopting ISMS standards or frameworks. 
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As outlined in the literature review, many ISMS standards and frameworks were released 

to help organisations keep information assets secure. The choice to adopt a particular ISMS 

standard or framework can be driven by multiple factors, such as regulatory compliance, 

business requirements, and organisation structure and complexity. As a result, choosing a 

suitable ISMS standard or framework is a prerequisite for managing information security 

programs effectively within organisations. 

Question 14 asked participants if they had any challenges in choosing suitable ISMS 

standards or frameworks. 39 responses were collected from this question. Results show 

that 76.9% of respondents had no difficulties in choosing ISMS standards or frameworks. 

Only 18.0% of respondents indicated they had difficulties in choosing ISMS standards or 

frameworks because there were too many options. 

As outlined in the literature review, adoption processes of ISMS standards or frameworks 

are not only affected by internal factors. External factors, such as education, media, training, 

perceived competitor benefits and external resources have influences on such processes 

in the meantime. With regard to companies having difficulties in choosing ISMS standards 

or frameworks, seeking external consultant services would be a good choice. In order to 

identify if external consultant service can help with choosing suitable ISMS standards or 

frameworks, further data analysis was carried out. 

The results above (Question 14) were analysed against answers to Question 13 (if 

participants’ companies had used external consultant services). Figure 4. 16 shows that 

93.3% of respondents whose companies had no difficulties in choosing ISMS standards or 

frameworks had used external consultant services. However, this proportion reduced to 

80.0% for the group of respondents whose companies had difficulties in choosing ISMS 

standards or frameworks. On the other hand, 6.7% of respondents whose companies had 

no difficulties in choosing ISMS standards or frameworks had not used any external 

consultant services. And this proportion increased to 20.0% for the group of respondents 

whose companies had difficulties in choosing ISMS standards or frameworks. 

This trend indicates that companies with the help of external consultants were not likely to 

have difficulties in choosing suitable ISMS standards or frameworks. The results also prove 

the importance of external consultant services in helping with adopting ISMS standards or 

frameworks, especially in choosing suitable ISMS standards or frameworks. 
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Figure 4. 16 Difficulties in choosing ISMS standards or frameworks 

As one of the most important questions in the questionnaire, Question 15 (multiple choice) 
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Seeking external consultant services 

Human factors Defining the scope 

Change resistance 

Obtaining employee buy-in or raising staff 

awareness 

Conducting risk assessments 

Creating and managing ISMS 

documentation 

Reporting and maintaining ISMS 

Skilled resources 

Identifying required controls 

Culture change within organisations 

Understanding standards 

Project management 

 

39 respondents answered Question 15. Figure 4. 17 shows an overview of the main barriers 

to adopting ISMS standards or frameworks. More than half of respondents indicated that 

defining the scope was the biggest challenge. This was followed by the challenge of change 

resistance (48.7%), obtaining employee buy-in or raising staff awareness (38.5%), 

conducting risk assessments (35.9%), and creating and managing ISMS documentation 

(35.9%).  

It should be noted that the top five identified barriers were all human factors. And the sixth 

barrier was budget constraints (28.2%), which was part of senior management commitment. 

From the seventh to eleventh were reporting and maintaining ISMS (28.2%), skilled 

resources (23.2%), identifying required controls (23.1%), culture change within 

organisations (20.5%) and understanding standards (20.5%). And these barriers were part 

of human factors again. 

Results indicate that only a few of respondents recognised barriers from senior 

management commitment as main barriers to adopting ISMS standards or frameworks – 

namely business support (17.9%) and leadership and engagement of staff (12.8%). 

It was also noted that barriers from external influences received an extremely small number 

of votes. They were barriers to obtaining certification to the standard (7.7%) and seeking 
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external consultant services (5.1%). There was only one response included in ‘Other’ 

category. And this barrier was information overloading. 

From data analysis results identified above, it was noted that barriers of human factors were 

the main barriers to adopting ISMS standards or frameworks. Most companies were still 

facing barriers resulted by human factors. Therefore, to improve the robustness of 

information security systems, information security management should consider human 

factors, such as change resistance and staff awareness as key elements.  

Findings noted that, above all, defining ISMS scope was the top barrier to adopting ISMS 

standards or frameworks in most companies. ISMS scope should be defined according to 

business needs, organisation structures, relevant technologies, locations and information 

assets. 

 

Figure 4. 17 Main barriers to adopting ISMS standards or frameworks 

Question 16 asked participants if they had any challenges of convincing the board to 

implement ISMS standards or frameworks. 39 responses were collected from this question. 

Results show that 17 respondents (43.6%) indicated that they had no challenges of 
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biggest challenge of convincing the board to implement ISMS standards or frameworks. 

Another two identified challenges were securing sufficient budget allowance (18.0%) and 

ensuring the engagement of skilled staff (15.4%).  Only one respondent indicated that 

estimating the return on cost savings was the biggest challenge. Table 4. 8 shows an 

overview of the results indicating that most companies had no challenges of convincing the 

board to implement ISMS standards or frameworks. 

Table 4. 8 Challenges of convincing the board 

Biggest challenge of convincing the 

board 

Response 

We had no challenges 43.6% 

Addressing the importance of the adoption 20.5% 

Securing sufficient budget allowance 18.0% 

Ensuring the engagement of skilled staff 15.4% 

Estimating the return on cost savings 2.6% 

 

Question 17 (multiple choice) asked participants which control areas required by ISMS 

standards or frameworks were most concerned. 40 respondents answered this question. 

Figure 4. 18 shows the results indicating that the top three control areas required by adopted 

ISMS standards or frameworks where respondents had concerns were compliance (55.0%), 

assets classification and control (45.0%) and business continuity management (35.0%). 

It was noted that only one response was collected under ‘Other’ category. And this response 

was noted - ‘how much lower will it reduce the rate of adverse events to the benefit of our 

customers’. Except ‘Other’ physical access control received the least votes (12.5%).  
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Figure 4. 18 Control areas where participants had concerns 
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this question. 38.5% of respondents indicated that the most important benefit of adopting 

ISMS standards or frameworks was improved information security across the company. 

This was followed by improved staff information security awareness (23.1%), structured 

information security management (10.3%), and improved stakeholders’ confidence in 

information security (10.3%). 

It was noted that no respondents regarded improved competitiveness as the most important 

benefit of adopting ISMS standards or frameworks. Figure 4. 19 shows an overview of the 

results. 

 

Figure 4. 19 Benefits to overall organisation 
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frameworks for ICT team were improved ICT staff security awareness and structured ICT 

management. 

It was noted that two respondents chose ‘Other’. And the two responses were: 

 Policy support for process excellence, operational activity and control design; 

 Improved security, reduced risks. 

 

Figure 4. 20 Benefits to ICT team 
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 Lack of specialised staff or lack of related knowledge (44.4%). 

Results above noted that the main reason why participants had not adopted any ISMS 

standards or frameworks was the overall implementation cost. According to Hinson (2008), 

the costs of implementing include: 

 Project management and project resources cost; 

 Organisational change processes and resources cost; 

 Updating, developing, and testing of processes and controls cost; 

 Certification cost; 

 Operation and maintenance cost. 

Findings above also noted that lack of resources and not aware of benefits were the other 

two main reasons of non-adoption.  

 

 

Figure 4. 21 Reasons why not to adopt ISMS standards or frameworks 
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This was followed by increasing awareness. 53.1% of respondents reported that many of 

ISMS standards and frameworks were not popular resulting in non-adoption. In order to 

increase the adoption rate awareness of these ISMS standards and frameworks should be 

increased. ISMS awareness training is the fast way to obtain awareness and knowledge on 

ISMS and related standards or frameworks. 

Results also noted that more than half of respondents (51.0%) indicated that the cost of 

implementation was too high. On the contrary, lower cost will result in more companies 

adopting ISMS standards or frameworks. 

Only two respondents chose the ‘Other’ option. One of them reported that assessment 

requirements should be reduced for cross certifications. 

 

Figure 4. 22 How to improve the adoption rate 
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4.5 Summary of Findings 

This chapter has presented data analysis and findings of all sections of the research survey 

with the purpose of exploring two research questions focused on challenges and barriers to 

adopting ISMS standards or frameworks. Primary data was collected from an online survey 

that was distributed and advertised on LinkedIn and information security related forums. 

Collected data was analysed via SurveyMonkey®, Excel and designed Python scripts. 

From the data collected in section 1 and section 3 of the survey, the results confirmed that: 

 Companies in information technology, financial services, banking and insurance 

were likely to have a formalised ISMS established and maintained; 

 Companies with dedicated senior executives were likely to have a formalised ISMS 

established and maintained; 

 82.4% of companies with more than 500 full-time employees had established and 

maintained formalised ISMS; 

 73.2% of companies had adopted at least one ISMS standard or framework; 

 Companies in information technology, financial services, banking, insurance and 

consulting were likely to have adopted ISMS standards or frameworks; 

 92.9% of companies with more than 2,000 full-time employees had adopted ISMS 

standards or frameworks; 

 50.0% of companies with less than 100 full-time employees had adopted ISMS 

standards or frameworks; 

 ISO 27001, NIST Cyber Security Framework, and PCI DSS were the top three most 

popular ISMS standards or frameworks adopted by companies; 

 More than half (55.6%) of respondents indicated that the cost of adoption process 

was high; 

 73.3% of respondents reported that the main driver of adopting ISMS standards or 

frameworks was to improve information security posture; 

 82.2% of respondents indicated that they had used external consultant services for 

adopting ISMS standards or frameworks. 

From the data collected in section 4 of the survey, the results confirmed that: 

 76.9% of respondents reported that they had no difficulties in choosing ISMS 

standards or frameworks; 

 Companies with the help of external consultants were not likely to have difficulties 

in choosing suitable ISMS standards or frameworks. 

 More than half of respondents reported that the main barrier to adopting ISMS 

standards or frameworks was defining the scope; 
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 55.0% of respondents reported that compliance was the most concerning control 

area. 

From the data collected in section 5 of the survey, the results confirmed that: 

 74.4% of respondents agreed that security breaches can be prevented through 

adopting ISMS standards or frameworks; 

 38.5% of respondents reported that the biggest benefit of adopting ISMS standards 

or frameworks was improved security across the company; 

 42.5% of respondents reported that the biggest benefit of adopting ISMS standards 

or frameworks for ICT team was improved ICT staff security awareness. 

From the data collected in section 6 of the survey, the results confirmed that: 

 55.6% of respondents reported that the implementation was too costly and this was 

the main reason why their companies had not adopted any ISMS standards or 

frameworks. 

 57.1% of respondents reported that the complexity of ISMS standards or 

frameworks needs to be reduced to increase the adoption rate. 

The research findings suggest that human factors were the main barriers to adopting ISMS 

standards or frameworks. Therefore, in order to improve the robustness of information 

security systems, information security management should consider human factors, such 

as change resistance and staff awareness as key elements. The next chapter details the 

conclusions, recommendations of the study, research limitations and opportunities for future 

research. 
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Chapter 5 – Conclusions and Future Work 

5.1 Introduction 

This chapter presents the conclusions from data analysis carried out as part of this research, 

demonstrates how the research questions were answered, and lists the key findings. 

Additionally, a discussion on the generalisability of findings is presented. Lastly, limitations 

of the research and future research directions are outlined. 

 

5.2 Research questions and objectives 

The primary objective of this research was to examine the factors influencing the adoption 

of ISMS standards or frameworks. Existing studies (Chapter 2 – Literature Review) have 

identified certain factors, though very few have synthesised exactly what influences the 

adoption of ISMS standards or frameworks. Since there is a gap between existing literature 

and the research questions presented here, quantitative research was designed to answer 

the following questions: 

1. What are the challenges and barriers to adopting ISMS standards or frameworks? 

2. What are the concerns of senior management when adopting ISMS standards or 

frameworks? 

In order to answer the questions above, this quantitative research was designed into two 

main stages – a theoretical review stage and confirmatory stage. The theoretical review 

stage was carried out by exploring existing literature related to information security, ISMS 

management, and ISMS standards or frameworks. The results of the theoretical review 

stage indicate that the following three factors affect information security management within 

organisations. 

Senior management commitment is critical to successful information security 

management. Many studies (Soomro et al., 2015; Barton et al., 2016; Van Kessel, 2012) 

have identified that information security should be considered and implemented from a 

managerial perspective to ensure information security objectives and activities are aligned 

with business objectives, which can only be achieved with senior management commitment 

and support. In this case, senior management is required to have sufficient security-related 

knowledge to ensure they have correct understanding of what is required. Another reason 

why senior management commitment is necessary for effective information security 

management is that they have the privileges of leadership and governance. 

External influences, such as increased reporting of security breaches, high cost of security 

breaches (both directly and potential cost), technology changes, and regulatory forces have 
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a significant impact on information security management by affecting the quality of IT 

controls that is regarded as critical in business (Li et al., 2007). Within various external 

influences, regulatory compliance is the most concerning for organisations as 

noncompliance results in a fine (Hu et al., 2007; Ghose & Raian, 2006). For instance, 

GDPR, Sarbanes-Oxley Act (SOX), and the Public Company Accounting Oversight Board 

(PCAOB) all have direct influences on information security management within 

organisations. On the other hand, regulatory changes require senior management’s prompt 

consideration to ensure that amended business practices supported by IT systems and 

operational processes are compliant with new regulations (Grant Thornton, 2017). 

Human factors play a significant role in information security management within 

organisations. Although technical controls are in place within most organisations to 

automate business processes and avoid human errors, information security is still 

determined by human actions because these systems are designed, implemented, and 

maintained by humans. A well-designed ISMS still has to rely on people in relation to 

information security awareness, senior management support, security knowledge and 

skillsets, and communication (Alavi et al., 2014; Soomro et al., 2015; Rocha Flores et al., 

2014). Currently, human factors are the most vulnerable parts of information security 

management within organisations. Considering that some forms, such as irrational 

behaviour, can adversely affect the function of information security systems, human factors 

should be addressed at all stages of system design and in line with information security 

requirements (Alavi et al., 2014). Without the effective management of human factors, 

organisations will be facing insider threats that pose security risks due to their knowledge 

of information assets and privileged access to information systems. 

Conclusions of the confirmatory stage are presented in the following section. 

 

5.3 Research Findings 

Chapter Four identified a number of key findings, summarised below. 

Findings on the establishment of ISMS: 

 Companies in information technology, financial services, banking, and insurance 

were likely to have a formalised ISMS established and maintained; 

 Companies with dedicated senior executives were likely to have a formalised ISMS 

established and maintained; 

 82.4% of companies with more than 500 full-time employees had established and 

maintained formalised ISMS. 
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Findings on adoption status of ISMS standards or frameworks:  

 73.2% of companies had adopted at least one ISMS standard or framework; 

 Companies in information technology, financial services, banking, insurance, and 

consulting were likely to have adopted ISMS standards or frameworks; 

 92.9% of companies with more than 2,000 full-time employees had adopted ISMS 

standards or frameworks; 

 50.0% of companies with less than 100 full-time employees had adopted ISMS 

standards or frameworks; 

Findings on adopted ISMS standards or frameworks: 

 ISO 27001, NIST Cyber Security Framework, and PCI DSS were the top three most 

popular ISMS standards or frameworks adopted by companies. 

Findings on adoption costs: 

 More than half (55.6%) of respondents indicated that the cost of adoption process 

was high. 

Findings on main drivers: 

 73.3% of respondents reported that the main driver of adopting ISMS standards or 

frameworks was to improve information security positioning. 

Findings on external resources: 

 82.2% of respondents indicated that they had used external consultant services for 

adopting ISMS standards or frameworks. 

Findings on challenges and barriers: 

 76.9% of respondents reported that they had no difficulties choosing ISMS 

standards or frameworks; 

 Companies, with the help of external consultants, were not likely to have difficulties 

in choosing suitable ISMS standards or frameworks; 

 More than half of respondents reported that the main barrier to adopting ISMS 

standards or frameworks was defining the scope; 

 Human barriers were the main issue with adopting ISMS standards or frameworks; 

 55.0% of respondents reported that compliance was the most concerning control 

area; 
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 55.6% of respondents reported that the implementation was too costly and this was 

the main reason why their companies had not adopted any ISMS standards or 

frameworks; 

 57.1% of respondents reported that the complexity of ISMS standards or 

frameworks needs to be reduced to increase the adoption rate. 

Findings on benefits 

 74.4% of respondents agreed that security breaches can be prevented through 

adopting ISMS standards or frameworks; 

 38.5% of respondents reported that the biggest benefit of adopting ISMS standards 

or frameworks was improved security across the company; 

 42.5% of respondents reported that the biggest benefit of adopting ISMS standards 

or frameworks for ICT teams was improved ICT staff security awareness. 
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5.4 Research questions and answers 

The research was designed to examine factors influencing the adoption of ISMS standards 

or frameworks. This objective forms the basis of the following research questions: 

1. What are the challenges and barriers to adopting ISMS standards or 

frameworks? 

The outputs of Chapter 4 – Findings and Analysis show that the top five main challenges 

are defining the scope, change resistance, obtaining employee buy-in, conducting risks 

assessments, and creating and managing ISMS documentations. Findings support the view 

that main challenges of adopting ISMS standards or frameworks mainly come from human 

factors. As outlined in the literature review, although playing a significant role, human factors 

are still the most vulnerable parts of information security management. This results from the 

difficulties in analysing, modelling, qualifying, and controlling the human element (Alavi et 

al., 2014). Organisations never lack appropriate technical solutions, but always fail to handle 

human factors. To effectively manage information security, organisations should achieve a 

balanced approach between technical and human factors. Within information security 

management, risks related to human factors, such as the five identified challenges, should 

be dealt with using a risk management model. Within the risk management model, human 

factors are considered in two categories – driving and restraining forces. Driving forces 

promote expected goals and objectives, but restraining forces result in ineffective ISMS. 

The increased reporting and the high cost of such security breaches means security 

expenditure becomes an important matter for organisations. The result shows more than 

half of participants indicated that implementing ISMS standards or frameworks is too costly, 

thus cost is one of the main barriers. Although the cost depends on company size, the ISMS 

scope, ISMS gap, and the capability to close any gap the average cost is generally high for 

most organisations, especially for SMEs because the qualification process is generally more 

expensive and they are more reliant on external consultant services. Although the 

advantages of adopting ISMS standards or frameworks outweigh the high costs, many 

SMEs regard the adoption as a lengthy, complex, and costly process, rather than a cost-

effective investment. 

The complexity of ISMS standards or frameworks is another challenge to adoption. More 

than half of participants indicated that the adoption process is too complicated and the 

complexity of those standards or frameworks needs to be reduced to improve the adoption 

rate. This complexity stems from two aspects – technological requirements and the 

standards themselves. Technological complexity is a challenge for security practitioners, 

given the complexity of systems, vulnerabilities (system or application), lack of effective and 
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efficient security tools, mobility, and distributed access (Werlinger et al., 2009). Further, the 

growing dependence of organisations on technologies to drive business and to create a 

competitive advantage makes information security management within organisations 

extremely challenging, especially for managing the big picture and designing security 

policies that cover all possible configurations (Onwubiko & Lenaghan, 2009). Furthermore, 

some ISMS standards or frameworks are too complicated to read for non-professionals, 

which increases the level of difficulty for understanding standards or frameworks 

requirements. 

2. What are the concerns of senior management when adopting ISMS standards 

or frameworks? 

With the increased reporting of security breaches and the high cost of such breaches, 

information security concerns within organisations have been the top priority on senior 

managements’ agenda. Senior management within an organisation has the ultimate 

responsibility for protecting the organisation’s information assets. Although establishing an 

ISMS is a wise investment to ensure information confidentiality, integrity, and availability 

senior management still has concerns of implementing ISMS standards or frameworks. 

Generally, senior management concerns include whether: 

 sufficient and reliable information can be provided to stakeholders concerning 

its information security risks and the status of information security; 

 information security posture can be improved; 

 regulatory requirements can be met; 

 staff information security awareness can be improved; 

 the cost of implementation is effective and efficient. 

This research divides organisations into two groups – organisations that have already 

adopted ISMS standards or frameworks and those that have not. For those that have 

already adopted ISMS standards or frameworks, the main concerns are their current 

information security position, the ever-growing regulatory compliance requirements, and 

information security awareness among staff. Findings reveal that more than 60% of 

organisations have adopted ISMS standards or frameworks with intentions of improving 

their security and ensuring regulatory compliance. Findings also note that for the same 

group of participants, the most important benefits that such an adoption has brought is 

improved information security. For those that have not adopted any ISMS standards or 

frameworks, the main concern is the cost, according to more than half of participants. As 

mentioned above, many SMEs regard the adoption process as a lengthy, complex, and 

costly process. 
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Again, senior management concerns involve human factors and external influences. From 

the human point of view, the most significant concerns are security risks and the current 

status of security. Within an organisation, establishing a risk management model will be an 

effective way to monitor and manage risks caused by human factors. Risk management is 

basically a human activity that requires the provision of sufficient and reliable information to 

key stakeholders to obtain valuable perceptions of security risks. As human errors present 

serious threats to information security within organisations, staff information security 

awareness should be address to reduce human errors to an acceptable level. In relation to 

external influences, the cost of implementation and regulatory compliance requirements 

form the main concerns of senior management. 

 

5.5 Generalisability of Findings 

According to Saunders et al. (2016), generalisability is referred to as external validity that is 

to what extent research findings may be equally applicable to other research settings, such 

as other organisations.  

As outlined in Chapter 3 – Methodology and Fieldwork, this quantitative research was 

carried out through an online survey designed based on the knowledge obtained from the 

literature review. While a quantitative research method was chosen via a structured online 

survey, a small amount of qualitative data was collected. An ‘Other’ option followed by an 

open text box was provided for the majority questions in the questionnaire to ensure 

participants could input accurate answers when the provided options did not include or 

represent their ideal answers. Because the size of qualitative data collected from the online 

survey was small and it did not increase the complexity of data analysis, qualitative data 

analysis methods were not considered for this research. 

Ninety-two responses were collected through the online survey. According to a survey 

carried out by European Commission (2016), the number of enterprises in Ireland was 

164,189 in 2016. The sample required was calculated using the following formula provided 

by SurveyMonkey® (2017): 

 

Where, 
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Population Size = N; 

Margin of error = e; 

Number of standard deviations (z-score) = z; 

The desired confidence level and corresponding z-score are listed in Table 5. 1. 

Table 5. 1 Confidence Level and z-score 

Desired Confidence Level z-score 

80% 1.28 

85% 1.44 

90% 1.65 

95% 1.96 

99% 2.58 

  

In this research, N = 164,189, e = 10%, and the confidence level = 90%. The final expected 

sample size was 68, which confirms that the actual samples size is large enough to be 

representative. However, if the confidence level is improved to 95% and the other 

parameters remain the same, the expected sample size would increase to 96. In that case, 

the actual sample size is smaller than the expected sample size. Again, if the confidence 

level is improved to 95% and the margin of error is reduced to 5%, the expected sample 

size would increase to 384, resulting in an obvious gap between the expected sample size 

and the actual sample size. Future research is therefore required to improve the 

generalisability of the study. 

 

5.6 Limitations of research 

Although key findings were generated from data analysis results and those findings 

answered the research questions, this research was restricted to three main limitations – 

the research method, sample size and time horizon. 

According to Saunders et al. (2016), inductive approaches are generally associated with 

qualitative methods, whilst deductive approaches are commonly associated with 

quantitative methods. A quantitative method was used in this research via a highly 

structured online survey and an inductive approach. Although there was no literature stating 
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that a quantitative method cannot be used in an inductive approach to generate a theory or 

explain a phenomenon, participants’ answers were restricted to pre-designed questions and 

options in the questionnaire. So there was a risk that participants’ perceptions were not 

captured accurately. When the pre-designed choices did not include participants’ ideal 

answers, an ‘Other’ option was provided for the majority of questions as an open text space. 

However, only a small amount of qualitative data was collected. It should be also noted 

online surveys have drawbacks: 

 Dishonesty 

 Lack of conscientious 

 Differences in understanding and interpretation 

 Hard to convey feelings and emotions 

 Some questions are difficult to analyse 

 Lack of personalisation 

 Incomplete questionnaires 

Another limitation of this research is sample size. Ninety-two responses were collected 

through the online survey. As mentioned above, the actual sample size is not sufficient to 

achieve a certain confidence level. Also, the collected responses were not evenly spread 

over business sectors, so the sample size was too small to analyse for some business 

sectors. Therefore, this research is limited in terms of generalising findings widely. 

This research was conducted from January to August 2017. Considering the short time 

frame, a cross-sectional study was adopted, which means it only involved an assessment 

of the phenomenon at a particular time. Although the online survey was designed based on 

solid theories extracted from existing literature, perceptions of participants may change, 

which would ultimately affect data analysis results. For example, consider a company that 

does not adopt any ISMS standards or frameworks because of its high cost. Over time, 

under external influences, this company adopts ISO 27001, but they think their ISMS is very 

difficult to maintain for some reason. Then the challenge moves from cost to maintenance. 

 

5.7 Future Research Opportunities 

Several possibilities exist for future studies. One natural extension of this study is to build 

an empirical model comprising hypotheses generated from the findings above. This model 

should be subject to empirical testing with a deductive approach using quantitative research 

methods. This would provide further support and a greater understanding of information 
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security management within organisations towards key factors influencing the adoption of 

ISMS standards or frameworks. 

As mentioned above, three research limitations exist – the research method, sample size 

and time horizon. Future research is required to improve these aspects of the research: 

 Qualitative research method through interviews should be considered; 

 Sample size should be increased to ensure sufficient samples can be obtained in 

each targeted business sector; 

 A longitudinal study should be considered to investigate this over a period of time. 

Measurements of the same individuals should be taken repeatedly through time. 

While this research focuses on all world organisations, geographical locations were not 

identified in the online survey questionnaire, nor were national cultural factors. According to 

Rocha Flores et al. (2014), the national cultural factor, as a much broader and more 

profound factor, has influences on behavioural information security governance within 

organisations. Future research should investigate the relationship between national cultures 

and ISMS. This investigation would attempt to provide an analysis on how diversity in 

national culture could affect the adoption of ISMS standards or frameworks.  

This research concludes that human factors are the main challenges of adopting ISMS 

standards or frameworks. Given that most organisations have made efforts to implement 

technical solutions to information security questions that are rooted in human factors, a 

natural extension will be an investigation of how human factors affect the adoption of ISMS 

standards or frameworks within organisations. This investigation would attempt to provide 

a richer and deeper insight of human factors in ISMS adoption and maintenance processes. 

Adopting ISMS standards or frameworks within organisations is not an easy task. Future 

research should define exactly how organisations can adopt ISMS standards or 

frameworks. This would provide prescriptive and practical guidance and would address 

concerns to improve the adoption level of ISMS standards or frameworks. 

 

5.8 Summary 

Over the past decades, information security risks have become a top priority on senior 

managements’ agenda because of increased reports of security breaches and the costs. 

Under various external influences, organisations are seeking ways to protect the information 

regard as the lifeblood of their business. As a result, organisations attempt to align their 

ISMS to the best practices – the published ISMS standards and frameworks. While it has 
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been over 20 years since the first ISMS standards (BS-7799) were issued, the adoption 

level is still low. 

This research addresses the importance of adopting ISMS standards or frameworks and 

identified three key factors (senior management commitment, external influences and 

human factors) that affect information security management from existing literature. 

A quantitative research method was used in the form of an online survey following an 

inductive approach. This research presents statistical evidence that the main challenges of 

adopting ISMS standards or frameworks result from human factors, including defining the 

scope, change resistance, obtaining employee buy-in, conducting risk assessments, and 

creating and managing ISMS documentations. Except for human factors, external 

influences, such as the high cost of adoption and the complexity of ISMS standards or 

frameworks, also influence the adoption of ISMS standards or frameworks. The benefits of 

adopting ISMS standards or frameworks are also highlighted in the research, which include 

effectively preventing security breaches, improved information security postures, and 

improved staff information security awareness. 

Based on the findings and existing literature, human factors and external influences are the 

two main senior management concerns when establishing ISMS within organisations. 

Concerns about human factors include security risks, risk management, and current 

security levels. External influence concerns mainly involve costs. Before the establishment 

of ISMS standards or frameworks, senior management are concerned if the investment will 

be cost-effective. 

In answering the research questions, other interesting findings were identified, including 

findings on the establishment of ISMS, the adoption status and popularity of ISMS 

standards or frameworks. These findings provide a greater understanding of the current 

status of ISMS standards or frameworks adoption. 
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Appendix B: Information Sheet for Participants 

 

TRINITY COLLEGE DUBLIN 

 

 

INFORMATION SHEET FOR PROSPECTIVE PARTICIPANTS 

 

 

 

Research Title:  

Exploring the factors influencing the adoption of ISMS standards or frameworks 

 

Lead Researcher: 

Kai Song – Trinity College Dublin, School of Computer Science & Statistics 

 

Supervisor: 

Brian O’Kane – Trinity College Dublin, School of Computer Science & Statistics 

 

Lead Researcher Contact Details: 

Name: Kai Song 

Phone: +353 (0) 87 709 4380 

Email: songk@tcd.ie 

 

Expect Duration of the Research: 

The expected duration of this research is between May to August 2017. 

 

Background to the Research: 

In the world of new technologies, information is often regarded as the lifeblood of business: 
it is a key corporate resource and it must be managed effectively, in a proactive manner, to 
ensure organisational competencies. The rapid development of new technologies has 
increased business opportunities; it has also caused information security issues, such as 
data breach, consumer privacy issue, identity theft and other online threats, which have 
been deemed a top priority on senior management’s agenda. As a result of the continued 
escalation of cyber-attacks and the increasingly regulated data protection landscape, it is 
imperative for organisations to establish, implement and maintain an effective Information 
Security Management System (ISMS) to manage their information assets. An ISMS is a set 
of policies and procedures defined by an organisation for systematically managing sensitive 
information to ensure that the principle of confidentiality, integrity and availability is adhered 
to.  

The intense global competition and highly digital information-dependent business drive 
organisations to optimise and standardise their information security management 
processes. Since 1990 many institutions have published ISMS standards and frameworks 
as best practices for implementing and maintaining information security, such as ISO 
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27001, COBIT, ITIL, and PCI DSS. The benefits of adopting these standards and 
frameworks are evident. However, these standards and frameworks are, in fact, not well 
adopted. 

This research proposes to examine factors influencing the adoption of ISMS standards and 
frameworks. This research will also try to identify challenges and barriers of adopting ISMS 
standards and frameworks within organisations. An overview of management perceptions 
and concerns will be presented in this research.  

 

The Procedures relevant to the participant within this particular study: 

The lead researcher invites you to participate in this research based on the fact that you are 
an ICT professional. You can keep a copy of this information sheet for your records. You 
are also required to read and agree to the terms and conditions in the accompanying 
Participant Consent Form. It is important to advise that your participation is voluntary, 
confidential and you can withdraw from this research at any time and for any reason without 
penalty. 

In the research, you will be requested to complete a set of questionnaires in an anonymous 
online survey which should not be more than 15 minutes. Each question is optional. Please 
do not name third parties in any open text field of the questionnaire. Any such replies will 
be anonymised. Data will only be collected through an anonymous online survey. No 
interviews, recordings or videos will be required. It will be appreciated if all questions are 
completed. However, do feel free to omit any question you are unwilling to complete as 
there is no penalty whatsoever. The topics covered in the questionnaires include, but not 
limited to, company profile (company name is not required), interviewee profile (interviewee 
name, contact details and any other personally identifiable information are not required), 
information security environment, challenges and barriers of adopting ISMS standards or 
frameworks, benefits of adopting ISMS standards or frameworks, and plans for future. 

All information obtained will be treated confidentially and no name of individuals or 
organisations will be saved in any format throughout the process. All the data collected from 
online survey will be encrypted and kept on the lead researcher’s laptop until September 
30th 2017. The lead researcher’s laptop will be locked in a personal drawer in the secured 
building of Castleforbes Square (Dublin 1). Only the lead researcher has the access to the 
laptop and the data collected from online survey. All the data collected will be destroyed 
after September 30th 2017. 

There are no anticipated risks to your participation in this research. However, please be 
aware that if you make illicit activities known, these will be reported to appropriate 
authorities. 

Please note the following: 

- You must be 18 years or older to participate in the research. 
- No risks to you have been identified as a result of your participation in the research. 

However, you have the right to withdraw from the research at any time and for any 
reason without penalty. 

- All information collected through the online survey is completely anonymous and not 
traceable to respondents. 

- No interviews, recordings or videos will be required. 
- High level encryption and password will be deployed on media containing data 

collected for this research. 
- Data collected for this research will be used exclusively for academic purposes and 

in support of the MSc in Management of Information Systems. 
- Data collected will be retained on the lead researcher’s laptop until September 30th 

2017 and will be destroyed after September 30th 2017. 
- Data collected will only be retained for this research and in line with due processes 

as stipulated by the Ethics Committee of the School of Computer Science and 
Statistics, Trinity College Dublin. 

 

Conflict of Interest: 
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This research is conducted in partial fulfilment of Kai Song’s MSc in Management of 
Information Systems, to be awarded by the School of Computer Science and Statistics, 
Trinity College Dublin. 

I have no conflict of interest in relation to the topics covered in the research or in relation to 
any individual or organisation contributing to the research. 

 

Publication: 

The information gathered from online survey will form the basis of the analysis and findings 
section in the completed research. This research will subsequently be stored on Trinity 
College Dublin’s database and can be accessed through normal publication procedures.  

By participating in this research, you agree that this data may be used for such scientific 
purpose, and that you have no objection that the data is published in research and scientific 
publications in a way that does not reveal your specific identity. 

A completed copy of the research can be made available to you upon request. Should you 
wish to clarify any aspect of the research processes please feel free to contact me. 

 

Relevance: 

Your participation in this research will enable us to understand the factors influencing the 
adoption of ISMS standards and frameworks. The information gathered from responses to 
this questionnaire will be used to create a foundation for further development of information 
security studies. 

 

Further Information: 

If you have further queries regarding this research or would like to have more detailed 
information, please feel free to contact me without hesitation.  

 

Thank you for participating. 

 

Kai Song 

Email: songk@tcd.ie 

School of Computer Science and Statistics,  

Trinity College Dublin 

Dublin, April 2017 
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Appendix C: Informed Consent Form 
 

TRINITY COLLEGE DUBLIN 

INFORMED CONSENT FORM 

 

RESEARCH TITLE: 

Exploring the factors influencing the adoption of ISMS standards or frameworks 

LEAD RESEARCHERS: 

Kai Song – Trinity College Dublin, School of Computer Science and Statistics 

 

BACKGROUND OF RESEARCH: 

In the world of new technologies, information is often regarded as the lifeblood of business: 

it is a key corporate resource and it must be managed effectively, in a proactive manner, to 

ensure organisational competencies. The rapid development of new technologies has 

increased business opportunities; it has also caused information security issues, such as 

data breach, consumer privacy issue, identity theft and other online threats, which have 

been deemed a top priority on senior management’s agenda. As a result of the continued 

escalation of cyber-attacks and the increasingly regulated data protection landscape, it is 

imperative for organisations to establish, implement and maintain an effective Information 

Security Management System (ISMS) to manage their information assets. An ISMS is a set 

of policies and procedures defined by an organisation for systematically managing sensitive 

information to ensure that the principle of confidentiality, integrity and availability is adhered 

to.  

The intense global competition and highly digital information-dependent business drive 

organisations to optimise and standardise their information security management 

processes. Since 1990 many institutions have published ISMS standards and frameworks 

as best practices for implementing and maintaining information security, such as ISO 

27001, COBIT, ITIL, and PCI DSS. The benefits of adopting these standards and 

frameworks are evident. However, these standards and frameworks are, in fact, not well 

adopted. 

This research proposes to examine factors influencing the adoption of ISMS standards and 

frameworks. This research will also try to identify challenges and barriers of adopting ISMS 

standards and frameworks within organisations. An overview of management perceptions 

and concerns will be presented in this research.  

 

PROCEDURES OF THIS STUDY:  

The lead researcher invites you to participate in this research based on the fact that you are 

an ICT professional. You are required to read and agree to the terms and conditions in the 

Participant Consent Form. It is important to advise that your participation is voluntary, 

confidential and you can withdraw from this research at any time and for any reason without 

penalty. 
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In the research, you will be requested to complete a set of questionnaires in an anonymous 

online survey which should not be more than 15 minutes. Each question is optional. Please 

do not name third parties in any open text field of the questionnaire. Any such replies will 

be anonymised. Data will only be collected through an anonymous online survey. No 

interviews, recordings or videos will be required. It will be appreciated if all questions are 

completed. However, do feel free to omit any question you are unwilling to complete as 

there is no penalty whatsoever. The topics covered in the questionnaires include, but not 

limited to, company profile (company name is not required), interviewee profile (interviewee 

name, contact details and any other personally identifiable information are not required), 

information security environment, challenges and barriers of adopting ISMS standards or 

frameworks, benefits of adopting ISMS standards or frameworks, and plans for future. 

All information obtained will be treated confidentially and no name of individuals or 

organisations will be saved in any format throughout the process. All the data collected from 

online survey will be encrypted and kept on the lead researcher’s laptop until September 

30th 2017. The lead researcher’s laptop will be locked in a personal drawer in the secured 

building of Castleforbes Square (Dublin 1). Only the lead researcher has the access to the 

laptop and the data collected from online survey. All the data collected will be destroyed 

after September 30th 2017. 

There are no anticipated risks to your participation in this research. However, please be 

aware that if you make illicit activities known, these will be reported to appropriate 

authorities. 

 

CONFLICT OF INTEREST: 

This research is conducted in partial fulfilment of Kai Song’s MSc in Management of 

Information Systems, to be awarded by the School of Computer Science and Statistics, 

Trinity College Dublin. 

The lead researcher has no conflict of interest in relation to the topics covered in the 

research or in relation to any individual or organisation contributing to the research. 

 

PUBLICATION:  

The information gathered from online survey will form the basis of the analysis and findings 

section in the completed research. This research will subsequently be stored on Trinity 

College Dublin’s database and can be accessed through normal publication procedures.  

By participating in this research, you agree that this data may be used for such scientific 

purpose, and that you have no objection that the data is published in research and scientific 

publications in a way that does not reveal your specific identity. 

A completed copy of the research can be made available to you upon request. Should you 

wish to clarify any aspect of the research processes please feel free to contact the lead 

researcher. 

Individual results may be aggregated anonymously and research reported on aggregate 

results. 

 

DECLARATION: 
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I am 18 years or older and am competent to provide consent. 

I have read, or had read to me, a document providing information about this research and 

this consent form. I have had the opportunity to ask questions and all my questions have 

been answered to my satisfaction and understand the description of the research that is 

being provided to me. 

In the extremely unlikely event that illicit activity is reported I will be obliged to report it to 

appropriate authorities. 

I agree that my data is used for scientific purposes and I have no objection that my data is 

published in scientific publications in a way that does not reveal my identity. 

I freely and voluntarily agree to be part of this research study, though without prejudice to my 

legal and ethical rights. 

I understand that I may refuse to answer any question and that I may withdraw at any time 

without penalty. 

As the survey is web-based, I understand that if I or anyone in my family has a history of 

epilepsy then I am proceeding at my own risk. 

I understand that my participation is fully anonymous and that no personal details about me 

will be recorded. 

I have received a copy of this agreement. 

 

I accept the terms and conditions in the form  

I do not accept the terms and conditions in the form 

 

Statement of investigator’s responsibility: The lead researcher has explained the 

nature and purpose of this research study, the procedures to be undertaken and any risks 

that may be involved. The lead researcher has offered to answer any questions and fully 

answered such questions. The lead researcher believes that the participant understands 

his explanation and has freely given informed consent. 

 

RESEARCHERS CONTACT DETAILS: 

Kai Song (songk@tcd.ie) 

Phone: +353 (0) 87 709 4380 

INVESTIGATOR’S SIGNATURE: 

Date: 

  

mailto:songk@tcd.ie
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Appendix D: Online Survey Questions 
 

Research Questionnaire 

Before you start the survey, please note the following: 

Each question is optional 

In the extremely unlikely event that illicit activity is reported, please report it to appropriate 

authorities 

To ensure replies are anonymised, please do not name third parties in any open text field 

of the questionnaire 

Part 1 Company Profile 

1. What is your company’s business sector? 

 Financial Services 

 IT/Technology 

 Manufacturing 

 Insurance 

 Consumer Goods 

 Other 

If other, please specify: 

 

 

2. How many full time employees in your company? 

 Less than 100 

 101-500 

 501-1000 

 1001-2000 

 2000+ 

 

3. Who are the key stakeholders for making ICT decisions in your company? 

 CIO or CTO 
(Globally or Locally) 

 ICT Director 

 ICT Manager 

 Other 

If other, please specify: 

 

 

Part 2 Interviewee Profile 

4. What is your job title? 
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 CIO or CTO 

(Globally or Locally) 

 ICT Director 

 ICT Manager 

 IT Consultant 

 Compliance 
Manager 

 Other 

If other, please specify: 

 

 

5. How many years of experience do you have in ICT management? 

 Less than 5 

 6-10 

 11-20 

 20+ 

 

Part 3 Information Security Environment  

6. Has your company implemented a formalised Information Security Management 

System (ISMS)?  

 Yes 

 No 

 

7. Who manages the ISMS in your company?  

 ISMS Manager 

 ICT Director 

 ICT Manager 

 CIO or CTO 

 Outsourced to a 
third party 

 Other 

If other, please specify: 

 

 

8. Has your company adopted any of ISMS standards or frameworks?  

 Yes 

 No, but we are in progress 

 No, but we might in the near future 

 No, and we are not planning to adopt any of ISMS standards or 
frameworks 

 

9. Which of the following ISMS standards or frameworks have been adopted/are in 

implementation in your company? 

 ISO 27001 
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 ISO 27032 

 ISO 27018 (Cloud) 

 COBIT 

 PCI DSS 

 ITIL 

 Cyber Essentials 

 NIST Cyber security 
framework 

 CIS Critical Security Controls 

 Other 

If other, please specify: 

 

 

10. What do you think about on average the costs of the whole ISMS standard/s or 

framework/s adoption process including the costs of obtaining certification/s? 

 Very high 

 High 

 Neutral 

 Low 

 Very low 

 I don’t know 

 

11. What are the main driver/s for adopting ISMS standard/s or framework/s in your 

company? Please choose all that apply. 

 To ensure regulatory compliance 

 To meet contractual requirements 

 To meet business needs 

 Required when tendering 

 To improve information security posture 

 To gain a competitive advantage 

 To improve stakeholders’ confidence when running 
business 

 Other 

If other, please specify: 

 

 

12. Have you used any services of external consultants for adopting ISMS standard/s or 

framework/s including obtaining certification/s? 

 Yes, mostly external 

 Yes, mixed 
resources 

 No 

 I don’t know 

 

 

Part 4 Challenges and barriers of adopting ISMS standards or frameworks 
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13. Did you have any difficulties in choosing suitable ISMS standard/s or framework/s in 

your company?  

 No, we had no difficulties 

 Yes, there are too many ISMS standards or 
frameworks related to our business 

 Yes, there are very few ISMS standards or 
frameworks related to our business 

 Other 

If other, please specify: 

 

 

14 Which of the following were the main barriers in the process of adopting ISMS 

standard/s or framework/s in your company? Please choose all that apply. 

 Understanding the standard 

 Defining the scope 

 Identifying required controls 

 Creating and managing the ISMS 
documentation 

 Reporting and maintaining the ISMS 

 Conducting Risk Assessment 

 Budget constraints 

 Senior management support 

 Business support 

 Cultural change within organisation 

 Change resistance 

 Skilled resources 

 Obtaining employee buy-in or raising staff 
awareness 

 Project management 

 Leadership and engagement of staff 

 Obtaining certification to the standard 

 Seeking external consultant services 

 Other 

If other, please specify: 

 

 

15. Which of the following do you think has been the biggest challenge to convince the 

board to implement ISMS standards or frameworks? Please only choose one.  

 Securing sufficient budget allowance 

 Addressing the importance of the adoption 

 Ensuring the engagement of skilled staff 

 Agreement on project plan 

 Other 

 We had no challenges 

If other, please specify: 
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16. Which of the following classifications of controls under the adopted ISMS standard/s 

or framework/s is your most concern? Please choose all that apply. 

 Security policy 

 Assets classification and control 

 Security administration 

 Logical access control 

 Physical access control 

 Change management 

 System development and 
maintenance 

 Business continuity management 

 Compliance 

 Other 

If other, please specify: 

 

 

 

Part 5 Benefits of adopting ISMS standards or frameworks 

17. Do you think security breaches can be prevented by adopting ISMS standard/s or 

framework/s?  

 Yes 

 No 

 I don’t know 

 

18. What is the most important benefit that the adoption of ISMS standard/s or 

framework/s has brought to your company? Please only choose one from the following.  

 Improved stakeholders’ confidence on 
information security 

 Improved information security across the 
company 

 Structured information security management 

 Improved competitiveness 

 Improved staff information security 
awareness 

 Improved reputation 

 Increased external customer satisfaction 

 Increased new business opportunities 

 Cost savings through reduction in security 
incidents 

 Other 

If other, please specify: 

 

 

19. What is the most important benefit that the adoption of ISMS standard/s or 

framework/s has brought to your ICT team? Please only choose one from the following.  

 Strategic projects management 
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 Structured ICT management 

 Reduced costs 

 Improved ICT staff security awareness 

 Other 

 

If other, please specify: 

 

 

Part 6 Plans for the future 

20. What are the main reason/s why your company has not adopted any of ISMS 

standards or frameworks? 

 Lack of senior management support 

 Lack of specialised staff or lack of related 
knowledge 

 Implementation is too costly 

 Implementation is too complex and we need 
to commit too many resources 

 It takes too long time to implement 

 I am not aware of any of these ISMS 
standards or frameworks 

 I don’t think my company will benefit from the 
certification since we already have a good 
security management 

 The existing standards are not relevant to our 
business 

 Other 

If other, please specify: 

 

 

21. In which ways do you think could the existing ISMS standards and frameworks, as 

well as their adoption process, be further improved to increase their adoption rate? 

 Increasing awareness 

 Reducing the total cost 

 Reducing the complexity of standard 
requirements 

 Providing more detailed guidance 

 Other 

If other, please specify: 

 

 

Thanks for helping out with our survey. We appreciate your feedback. Do you want to 

submit your answers?  

 Yes, submit 

 No, not submit, exit without submitting 

 


